DALTOC Y DUGC TPHCM CONG HOA XA HOI CHU NGHIA VIET NAM
BIENH VIEN DAT HOC Y DUOQC Ddce lap - Tu do - Hanh phuce

800 BB /BVDHYD-CNTT Thanh pho 116 Chi Minh, ngévdR thang O ndam 2024
Vi maoi chao gid
Kinh gui: Quy nha cung cfip
Benh vien Dai hoe Y Duge Thanh phd 116 Chi Minh kinh moi cac don vi ¢o du
nang lue va kinh nghi¢m cung cip thidt bi can bang i ng dung va twong lira ung dung
WAL theo véu cau dudi day vui long gui hd so chao 2id cho Bénh vién theo ndi dung cu
thé nhu sau:

L. 1¢n du toan: Cung cap thiét bj ¢an bzfmg ai ing dung va tuong lra ang dung
WALI

2. Pham vi cung ¢ip: chi tiét theo phu luc dinh kem.

3. Thoi gian thye hién hop dong: 6 thang ke tir ngay hop Llf)llg coO hi¢u luc

4. Loai hop d(‘mg: Tron 01

5. Dia di¢m thue hién: Bénh vién Dai hoe Y Duge TPHCM — Co sa 1 sd 215 Ilfmg
Bang. Phuong 1. Qudn 5. TPHOM

0. Hhicu Tue cua ho so chio gia: 161 thi¢u 06 thang.

7. Yeu cau ve eid chio: gid chao da bao gom cdc logi thué. phi. I¢ phi theo luat dinh.
chi phi van chuycn. giao hang va cac yéu cau khae cta bén moi thau,

8. Thoi gian nhdin ho so chdo gid: trude 16 gid. ngay L/.2./2024

9. Quy dinh v¢ ticp nhan thong tin va ho so chao gia: Quy don vi thue hién gui ho
s chao gid online tai website cua Bénh vién va gui ban giay ¢o ky tén. dong dau vé dia
chr sau ddyv: Phong Cong ngh¢ thong tin Tang <. Khu A. Beénh vien Dai hoc Y Duoc
[hanh pho 1O Chi Minh - Co s 1 sd 215 [ong Bang. Phudng 11, Quan 5. TPIICM

Newdi lién hé: Neavén Thi Thu Tuvét Sd di¢n thoai: 028.39525391
10, Yéu ciu khac:
110 so chio gig cua nha thiu bao 00m cac 1ai ligu sau:
Thu chao gid. bang bio gid ctia nha thau (¢ kv (én. dong déu):
O so phap Iv. ho so nang luc cta nha thau:
~ Hop dong wring thiu con hicu lue ddi voi cac mat hi ing da trang thau tai cic co sa
A lu (mu u:)

Iai licu kv thuat cua hang hoa ("!d\ chirmg nhin diang ky luu hanh. gidy chimg
nhan fua hanh -t do (néu ¢o). catalogue san phim va cac (i licu k¥ thudt 1ién quan khac).

1rdn trong./. \
]

UQ. GIAM BOC
"ONG NGHE THONG TIN

Not nhdn:
Nhu tréi TRUON @
Criam doe (D¢ bao cao):

- Don vi Quan 1Y Dau thau (de dimg 1in): : :
Loa: VIO ONTEQI25-130-nutuvet) (03). e M",'

BALCVD 01 \vT



PHU LUC. PHAM VI CUNG CAP VA YEU CAU KY THUAT
(Dinh kém Céng vin s6 545 /BVDHYD-CNTT ngay .5, thdng 0L ndm 2024)

1. Pham vi cung cip

Tén danh muc Pon vi tinh | S6 lwong

Thiét bi cén bang tai (mg dung va tuong lra ing dung Cai 02

| WAF

1. Yéu ciu ky thuit

STT | Tén danh muce

N¢i dung yéu ciu

| Thiét bi cAn bing tii ing dung va twong lira ing dung WAF

1 Yéu céu chung

- Bd nhé RAM: >= 64GB

- Dung luong b ctmg (hard drive): > 450GB M.2 SSD

- $6 cdng mang 1Gbps dong (RJ45): > 4x1 Gbps

- Sb cdng mang 10Gpbs quang (SIP+): > 2x10 Gpbs

- Ngudn: > 2, (c6 thé thay thé nong) Hot-swap

- Giao dién quan tri thiét bi: HTTPS, SSH, CLI, Console

2 Yéu cau vé hiéu
nang

- Thong luong xir ly L7 (Throughput): > 29 Gbps

- Kha nédng xur ly s6 luong yéu cdu Layer 4 mdi gidy (Request per
Second): > 2.5M

- Kha ning xtr 1y sb luong két Layer 4 nbi ddng thoi méi gidy: >
37M

- Kha nang xi Iy sb luong yéu cdu Layer 7 trén mdi gidy: > 1.3M

- Kha nang xur 1y sb luong giao dich SSL/TLS trén mdi gidy (TPS)
cho loai ma hoa RSA/2K Key: > 30000

- Théng luong xir ly SSL/TLS téi da: > 19 Gbps

- Théng luong xir Iy nén béng phén cing (hardware compression): >
19 Gbps

3 Tinh néng can
bang tai

“H3 tro ciac md hinh trién khai véi tinh sin sang cao:
Active/Standby, Active/Active Active/Passive, Active/Active

- H5 tro cac mo hinh trién khai: Reverse Proxy, Transparent Proxy,
Router mode

- H3 tro cac thudt toan cén bing tai: Round Robin, Ratio, Weight,
Ieast Connection

- Hb tro cac phuong thie gitr phién két ndi dua trén: Cookie, Source
[P, Destination IP, SSL session, JSESSIONID

- H3 tro cac co ché giam sat tinh trang mg dung: Pia chi IP, dich

vu, ndi dung




STT

Tén danh muc

Néi dung yéu ciu

- H6 tro céc co ché t6i wu héa két ndi TCP: TCP Optimization
-Hb trg cc tinh niang nhu Caching, Compression: Compression,
Caching

- Hb trg céc tinh nang v& SSL/TLS: SSL/TLS Offloading, SSL/TLS
Encryption/Decryption, SSL Forward Proxy, FForward Sccrccy,
TLSv1.3 -

- H6 tro giao thire: HTTP/2 va HTTP/3, QUIC

-H3 trg cu hinh chuyén mach 16p 7 bing policy hodc scripts:
Content routing: http host, http url, Content rewrite: http requcst.
http response

Tuong lra Umg
dung WAF

-Béo v& (mg dung ddp img tiéu chuin OWASP TOP 10 2021:
OWASP TOP 10 2021 (Injection, Broken Authentication, Broken
Access Control, Sensitive Data  Exposure, Security
Misconfiguration, Cross-Site Scripting, CSRF...)

-Phong chéng tin céng DoS 16p ung dung L7: HASH DoS,
Slowloris, Keep-Dcad, XMI. Bomb

- Co ché ngan chan tin cong tu dong tir BOT, Web Scraping va thn
cong Brute-Force: BOT, Web Scraping, Brute-IForce

- Hb tro bién phap bao vé nang cao: Web injections, data leakagc,
session hijacking, HPP attacks, buffer overflows, shellshock

- C6 kha néng chan theo vi tri dia ly: Geolocation blocking

- C6 kha ning tao ra WAF policy dya trén file dic tad API Sccurity
(Open API Spec)

- Phong chéng Keylogger danh cép théng tin tai khoan: Keylogger
Pro

- Cung céip céc bao céo vé& cac loai hinh tin céng vao img dung nhu
DoS Attack, Brute Force Attack, Session Tracking status, chi tiét
request/response: Reports DDoS Attacks, Application Attacks

- C6 chirc ning phin quyén quan tri theo chirc ning nhiém vu cia
nhan vién (rolc-based access control): Role-bascd access control

- Cho phép xem va tai vé céc béo cdo vé tudn thi OWASP, PCI-
DSS cung véi chi tiét cidc budc can thuc hién trong trudng hop
chua tuédn thti: OWASP, PCI compliance

5 Yéuk cdu vé ban | . License dang Perpetual Licensing hodc Subscriptions Licensing
quyen - Cép nhét co s¢ dit liéu, ban quyén sir dung cho thiét bi: > 36 thang

I [ Cicyéu ciu khic

1 |Yéu cdu chit| Cam két cung chp dhy di tai liéu chimg minh xuét xir CO dbi véi
luong hang héa | hang nhap khdu va tai liéu chimg minh chit lugng (CQ) khi giao

hang.




STT | Tén danh muc Néi dung yéu ciu
2 'cIl‘rién khai hc‘;‘; - Trién khai tich hop vao hé théng mang Bénh vién
d “t, Cﬁ i o £ 4 s . A Y » y Py
ll?iét bi il Cai dit, cau hinh hé thong va tich hop tat ca cic img dung Bénh
) vién.
3 deo tao hudng | - Pao tao sau trién khai
an :
- Pdo tao van hanh hé thong cho quan trj vién
4 Tai lidu Céc tai liéu cin ban giao bao gom:
- Tai ligu tich hgp h¢ théng
- Ti lidu dao tao theo ké hoach dao tao
- 'T'ai liéu hudng din sir dung cho timg ddi twgng ngudi ding

5 Hb tro ky thudt | Cam két hd trg 24/7 cho ngudi sir dung trong sudt thoi gian thuc
hién ho‘p dong, dam bao san sang cung cap dich vy béo tri khi chu
dAu tu c6 yéu céu.

6 Thoi gian V& | Thoi gian bdo hanh: > 36 thang ké tir ngay nghiém thu

phuong thic Lo .

bio hanh Phuong thirc bao hanh:
Khi c6 yéu ciu v& bao hanh, Nha thiu phai cir chuyén gia (nhén sy
c6 chuyén mén phi hop) lién hé dé thyc hién cong tic bao hanh va
c6 kha nang dap img trong vong 01 gitr ké tir khi nhén dugc yéu
cdu ciia Chu diu tu. Néu hét thoi gian nay ma Nha thau chua lién
hé dé thuc hién cong tac bao hanh hoic c6 lién bé nhung khéng
dép ¢ ung thco yéu céu ciua Cha dau tu thi Chu dAu tur cé quyén thué
don vi khéc thuc hién va toan b kinh phi thué nay do nha thiu chi
tra.

7 Bio tri Trong thosi gian hgp ddng con hiéu lyc, dinh ky bao tri thiét bi 6
thang/lan va dinh ky bao tri phén mém theo quy dinh ctia nha sin
xuét.

8 Cép nhét Nha théu ph01 hop véi Chu dAu tu nang cip, cdp nhét phién ban

moi cua thiét bi chao thau khi c6 phién ban cdp nhit méi tir nha
san xuét

X



CONG TY: et eeceee e et e et e e ereseannneeeens
DIA CHI: oot eeas
SO DIEN THOAL «ivvvneeiivieerieeeneerneeeneeeenannn

BANG BAO GIA
Kinh gtri: Bénh vién Dai hoc Y Dugec TPHCM
Dia chi: 215 Hong Bang, Phuéng 11, Quéan 5, TPHCM
Theo cdng vin moi chao gid sb .45 /BVDHYD-CNTT clia Bénh vién, Cong ty ching t6i bao gid nhu sau:

5 T 3¢ tinh ky | Nba sa s . ] :
TT  Ténhinghoa | 10 HUOME | npopg | Dactinhky | Nhasin |Nwéesin | pyr |56 | yvong Dom gid | Thanh tidn | Ghi chi
| | mai thuit | xuit xuat
'Thiét bi cén bing
] [tai (mg dung va _ Céi 02
tuong ltra tmg dung .
WAF |

< Yéu céu bao gia:
- Bao gid nay ¢o hiéu luc téi thiéu 6 thang ké tir ngay bdo gia.

- Chiing t6i cam két vé don gid chao hang béang hodc thap hon gid trén thi truomg cua cing nha cung img hodc ciing ching logi.

= CAC VAU CAU KNACT . evvienieeie e e e e e e e,
Ngay ... thang .... nam ....
PAI DIEN THEO PHAP LUAT
(Ky tén va dong d4u)
fopii e 2m =¥

BM: CVBT.03(1)



