DAI HOC Y DUUC TPHCM CONG HOA XA HOI CHU NGHIA VIET NAM

BENH VIEN DAI HOC Y DUQC Doc 1ap - Tuw do - Hanh phiic
S6: 3gﬂ“./BV1)] IYD-CNTT Thanh pho 1o Chi Minh, ngdayvdd thang4d_nam 2023

V/v mdi chao gia
Kinh gui: Quy nha cung cap

Bénh vién Dai hoc Y Dugce Thanh phd Hd Chi Minh kinh moi cac don vi ¢ da nang
luc va kinh nghiém cung cdp dich vu kiém thir xdm nhap ung dung API trén (g dung
UMC Care cta Bénh vién theo yéu cau dudi day vui long gui hé so chao gia cho Bénh vién
theo ndi dung cu thé nhu sau:

l. Tén du todan: cung cflp dich vu kiém tha xam nhidp tng dung API trén trmg dung
UMC Care cta Bénh vién

2. Pham vi cung cdp: chi tiét theo phu luc dinh kém.

3. Thoi gian thue hién hop dong: 30 ngay ké tir ngay hop dong ¢o hicu luc
4. Loai hop dong: Tron goi

5. Dia diém thue hién: Bénh vién Dai hoc Y Duoce TPHCM

6. Hiéu luc cia hd so chao gia: tdi thiéu 6 thang.
7. Yéu cdu vé gid chao: gia chao da bao gdém cdc loai thué. phi, 1¢ phi theo luat dinh
va cac yéu cdu khac cta bén moi thau.
8. Thoi gian nhén ho so chao gia: trude 16 gio. ngay 44../44../2023
9. Quy dinh v¢ tiép nhin thong tin va ho so chao gia: Quy don vi thuce hién g hd so 5

chao gid online tai website ctia Bénh vién va gt ban gidy ¢d ky 1én. dong diu vé dia chi

sau day: Phong Cong ngh¢ théng tin 'l’z‘“m0 4. Khu A. Bénh vién Dai hoc Y Duge Thanh
phd 116 Chi Minh - Co s¢ 1 86 215 [éng Bang. Phuong 11. Quén 5, TPHCM
Neuoi lién hé: Mai Thi Thuy S6 dién thoai: 028.3952 5391
10. Yéu cau khac:
[ so chao gid cua nha thiu bao gdm cac tai licu sau:
+ Thu chao gid. bang bdo gid ctia nha thiu (co ky tén. dong diu);
+ M6 so phap 1y. ho so nang luc ctia nha thau:
+ Hop df")ng tring thau con hiéu luc ddi vai cic dich vu kiém tht da triung thau tai
cic co so y té (néu co):
ITran ll'ong./.&&\/
Noi nhén: TUQ. GIAM POC
OO oo TRUGNGRHONG CONG NGHE THONG TIN

- Don vi Quan ly Pdu thau (dé dang tin);
- Luu: VI, CNTT (J23-137-miuthuy) (03)
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PHU LUC. PHAM VI CUNG CAP VA YEU CAU KV THUAT
(Dinh kém Céng vin sé6 361]./BVPHYD-CNTT ngay A. thang {4 nam 2023)

STT

Noi dung yéu
cau

Mo ta

Pham vi kiém
thu

Ung dung UMC Care

Noi dung
kiém thir

Quy trinh kiém thir xdm nhép API phai qua cdc budc ndi
dung kiém thir sau:

- Bude 1: API1:2019 - Broken object level authorization (L6i
truy cép cap doi tuong)

- Budc 2: API2:2019 - Broken authentication (L6i xdc thuc)
- Budce 3: API3:2019 - Excessive data exposure (Dif ligu tra
v€ qué muc)

- Bugce 4: API4:2019 - Lack of resources and rate limiting
(Thiéu kiém sodat va gidi han tai nguyén)

- Buéde 5: API5:2019 - Broken function level authorization
(Kiém soat truy cép cédp chirc nang)

- Budce 6: AP16:2019 - Mass assignment (L6i xir 1y dif liéu
hang loat)

- Buéc 7: API7:2019 - Security misconfiguration (L3i cAu
hinh bao mat)

- Budce 8: API8:2019 - Injection (L6i chén ma doc hai)

- Bude 9: AP19:2019 - Improper assets management (L6i
quan ly tai san khong pht hop)

- Buéc 10: APT10:2019 - Insufficient logging and monitoring
(Loi ghi nhat ky bao mat va giam sat)

Tiéu chuén va
phuong thirc
kiém thir

- Bénh gia theo OWASP API Top 10
- M6i truong thuc hién: UAT/PROD

- Cac phuong thire tiép can: Greybox

Bao cao

Két qua kiém thir xam nhdp tng dung API




CONG TY:

Kinh gtri: Bénh vién Pai hoc Y Dugc TPHCM

---------------------------------------------------

DIA CHI: oo
SO R 3] 05 N & (07N C O

Dia chi: 215 Hong Bang, Phuong 11, Quéan 5, TPHCM

Theo cong vin moi chao gia sé 56 4 /BVDHYD-CNTT cua Bénh vién, Coéng ty chung t6i bdo gia nhu sau:

BANG BAO GIA

i i Tén dich vu PVT S6 lrgng Don gia (VND) | Thanh tién (VND) Ghi cha
Cung cép dich vu kiém thtr xAm
nhdp uing dung API trén ing dung Goi 1

UMC Care cua Bénh vién

“ Yeéu cau bao gia:

- Bao gia nay c6 hiéu luc 6 thang ké tir ngay béo gia.
- Bdo gid trén da bao gém thué, phi va céc chi phi c6 lién quan;

- Chiing 16i cam két vé don gid chao hang bang hodc thap hon gid trén thi truong cua cung nha cung ing.

- Céc yéu cau khac:
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Ngay ... thang .... ndm ....
DAI DIEN THEO PHAP LUAT
(Ky tén va dong déu)




