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PHU LUC. DANH MUC HANG HOA MOT CHAO GIA
(Kém theo thw mai chao gid s6 17.3YBVPHYD ~ CNTT)

STT

Tén danh
muc

N§i dung yéu ciu

bVT

S6
lwgng

Chiing thwe chir ky s6 c4 nhén

Chir
ky

850

¢ A A
Tiéu chuin
mét m3 va
chir ky s6

- M4t ma phi déi xung va chir ky s6: tuan thu
theo ti€u chudn PKCS #I (RSA
Cryptography Standard) Phién bén 2.1; Ap
dung luge do RSAES-OAEP d& ma hoa va
RSASSA-PSS dé ky.

- Mét ma dbi ximg; ap dung 1 trong 2 tiéu
chuin TCVN 7816:2007 (FIPS PUB 197)
ho#ic NIST 800-67.

- Ham badm an toan: 4p dung tiéu chuin FIPS
PUB 180-4, sir dung mét trong sau ham bim
SHA-224, SHA-256, SHA-384, SHA-512,
SHA-512/224, SHA-512/256.

Tiéu chuin
thong tin, dit
lidu

- Dinh dang chimg thu s6 va danh séch thu
hdi chirng thu sé: ap dung tiéu chuén RFC
5280 (Internet X.509 Public Key
Infrastructure Certificate and Certificate
Revocation List (CRL) Profile).

- Cu phap théng diép mat ma: PKCS #7
(Cryptographic Message Syntax Standard)
ap dung phién b an 1.5.

- Ct phap théng tin khéa riéng: Ap dung
PKCS #8 (Private-Key Information Syntax
Standard) phién ban 1.2.

- Cti phdp yéu cu ching thyc: ap dung
PCKS #10 (Certification Request Syntax
Standard) phién ban 1.7.

- Giao dién giao tiép v6i cac thé mat ma: ap
dung PKCS#11 (Cryptographic token
interface standard) phién ban 2.20.

- Ci phép trao déi thong tin c4 nhén: ap dung
PKCS#12 (Personal Information Exchange
Syntax Standard) phién ban 1.0.

Tiéu chuén
chinh sach va
quy ché
ching thyc
chir ky sé

Khung quy che ching thyc va chinh sach
chimg thu: Ap dung tiéu chudn RFC 3647
(Internet X.509 Public Key Infrastructure -
Certificate Policy and Certification Practices
Framework).
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STT

Tén danh
muc

N¢i dung yéu ciu

DVT

S6
lwgng

Tiéu chuén
giao thirc luu
trir va truy
xuét chimg
thur sb

- Lugc db Giao thirc truy nhép thu muc: ép
dung 1 trong hai tiéu chudn RFC 2587
(Internet X.509 Public Key Infrastructure
LDAPv2 Schema) hoic RFC 4523
(Lightweight Directory Access Protocol
(LDAP) Schema Definitions for X.509
Certificates).

- Glao thirc truy nhgp thu myc: Ap dung tigu
chudn RFC 2251 hodc bd bdn tiéu chuén:
RFC 4510, RFC 4511, RFC 4512, RFC
4513:

+ RFC 2251: Lightweight Directory Access
Protocol (v3).

+ RFC 4510: Lightweight Directory Access
Protocol (LDAP): Technical Specification
Road Map.

+ RFC 4511: Lightweight Directory Access
Protocol (LDAP): The Protocol.

+ RFC 4512: Lightweight Directory Access
Protocol (LDAP): Directory Information
Models.

+ RFC 4513: Lightweight Directory Access
Protocol (LDAP): Authentication Methods
and Security Mechanisms.

Tiéu chuén
kiém tra trang
thai chung
thur sO

- Giao thirc truyén, nhdn chung thu sb va
danh sach ching thur s6 bj thu hdi: 4p dung
RFC 2585 (Internet X.509 Public Key
Infrastructure - Operational Protocols: FTP
and HTTP) ap dung mdt hodc ca hai giao
thicc FTP va HTTTP.

- Giao thirc cho kiém tra trang théi ching thu
sb tryc tuyén: RFC 2560 (X.509 Internet
Public Key Infrastructure - On-line
Certificate status protocol).

Yéu céu riéng
dbi véi chit
ky sb

Pugc chimg thyc tir RootCA quéc gia.

II

Gidi phap ky s tap trung:
- Phin mém Sign-Server:
- Két ndi véi thiét bj luu chitng thu s6: Token, HSM,

CKS mém

- Thuc hién ky sb trén vin ban: pdf, docx, xlIsx, xml, txt.

Géi

01
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STT

Tén danh N¢i dung yéu ciu
muc

bvT

Sé
lwgng

- Xac thyc tinh toan ven cia dir liéu

- Xéc thyc trang thai cia Ching thu sb
- H¢ théng quan trj Admin Signserver

- Quaén ly User

- Quaén Iy Chirng thu sé

- Quan ly giao djch.

- Thc"mg ké béo céo.

- Chu hinh hién thj chit ky trén file pdf: toa d hién thi,
trang hién th;, font chit, mau chit, kich thuée,..

- Céc ham giao tiép API dé c4c server ung dung ket ndi dén
Slgn-Server

- Bao gdm chi phi cai dat, tich hgp hé théng, huéng din st
dung.

Yéucduvé |- Hé théng ky sb tap trung cin bao gbm:
g:alhphép ky | + He thong quan trj tap trung danh cho quén
sotdptrung | (i vien dé quén trj va thiét 14p thong sé cho
hé théng ky sé tép trung.

+ Céc ddu ham API tich hgp danh cho Phén
mém quén 1y bénh vién (HIS), phén mém ngi
bd khdc ciia bénh vién tich hop tinh néng ky
s0.

+ Hé quan trj co s& dir liéu hé thong ky sb
tap trung.

- H¢ thong ¢ chirc néng quan ly cho phep
truy xuét théng tin thoi diém, nguoi ky so doi
véi cic giao dich ky sb dién tir thong qua giai
phép.

- H¢ théng cho phép quan ly chung thu sé
cia nhén vién thugc bénh vién va c6 tinh
ning ddi mat khiu cho quén trj vién,

- Gidm sét thong s6 thidt bj lwu trir rng dyng
gbm cé:

+ Théng sé b nhé.

+ Théng sb cac luéng irng dyng.

+ Théng sé CPU uptlme (thdi gian hoat
ddng), start time (thoi gian bét dau), thong so
CPU usage (chi s6 CPU sit dung).

+ Sé lugng yéu ciu HTTP (s sur kién trén
gidy). ’

- C6 module c4u hinh riéng cho hé thong.
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STT

Tén danh
muc

Nbi dung yéu ciu

bVT

S6
lwgng

- C6 tai liéu c4c dau ham tich hop cy thé.
- C6 tai li€u cai dat va vin hanh hé thong

- C6 vi du code cu thé vige tich hop gifta cac
hé théng khac vio hé thong ky s0 tap trung.

- Giai phap phai hd trg ky sb nhiéu dinh dang
dir ligu phd théng (PDF, Word, Excel, Xml,
Chudi ky tir ...).

- H38 trg ky sb theo chudn ham bam SHAI,
SHA2.

-86 lugng chimg thu s6 (chit ky s8) cin quan
Iy va ky s6 14 200 dén 2.000 CKS.

- Trién khai giai phap vél 2 tiy chon c6 hodc
khong cb thlét bi ky s6 chuyén dung HSM.
Chitg minh bing giai phép

- Hé théng c6 kha ning céu hinh xéc thuc qua
OTP trén thiét bj di dong khi thyc hién ky s6.
Thong tin OTP truyén va nhén trén Umg dung
khéng qua tin nhin tir nhd mang. Chimng
minh bing giai phép

- C6 kha nang trién khai trén ca 2 hé didu
hanh Windows server va Centos.

- Co s& dit liéu c6 kha nang trién trai trén cac
hé quan tri CSDL SQL Server, MySQL,
Maria DB, Postgre SQL.

- M6 hinh hé thong ching minh dugc vi¢c ky
sb dap fmg ddng thoi tir 100 dén 500 giao
dich ky s6 van ban khéng anh hudng t6i ha
tAng mang ndi bd cia don vj (tbc do mang
LAN 1Gbs).

-H¢ thong c6 kha néng md rong kha néng ky
s60 ma khoéng anh hudng t6i md hinh trién
khai. Chirng minh qua mé hinh hé théng.

Hé thong c6 khad ndng hoat dong khi mdt
thanh phan hosic mdt thiét bi phin cu‘ng thiét
b; lwu trit bj 16i. Chitng minh qua mé hinh hé
théng.

I

C#c yéu chu khéc (4p dung chung cho toan géi thiu)

Chét luong
dich vu

C6 cam két chit lwgng dich vy

- C6 gidy ching nhén djch vu chimg thu sb
cép cho chii diu tur c6 gi4 tri 12 (mudi hai)
théng.
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STT

Tén danh
muc

Néi dung yéu ciu

bvT

Sé
lrong

- Nha thau ddm bao cung cdp dich vy cho
Chil déu tr (Bén moi thiu) ding theo quy
dinh tai nghj dinh 130/2018/ND-CP ctia
Chinh Phu ngay 27/09/2018 quy dinh chi
tiét thi hanh Luat Giao dich dién tir v& Chit
ky s6 va Dich vy chimg thye chir ky sb.

- Chimg thr sé cda Djch vu phin mém tai
thoi diém ky két hop déng dugc cép phat
tuéin thi theo diing quy ché ching thyc
(CP/CPS) phién ban méi nhét ban hanh tai
thoi diém ky két hop dbng.

- Cam két bao mét todn b théng tin cta
Hop ddng, céc ti ligu, dir liéy, théng tin do
Chu dau tr (Bén moi thau) cung cdp hoic
do nha théu c6 duogc trong qué trinh thyc
hién hop dbng.

- Bdi thudmg cho Chi diu tw (Bén moi thiu)
trong trudng hop thiét hai xay ra 1a hiu qua
cla vi¢c dua lén ching thu s6 nhirng théng
tin khéng chinh xac so véi nhing thong tin
do Bén moi thiu da cung cép.

- Huéng dén I trit va sir dung khéa bi mét
dé dam bao an toan, bi mit.

- Huéng dan thu tyc khiéu nai va giai quyét
tranh chip (néu c6).

- Phéi hop ciing Chu déu tw (Bén mdi thiu)
gidi quyet phat sinh khi nghi ngd hay biét
ring khéa bi mat, thiét bj liru trir khoa b mét
da bj mat/15. Nha théu thyc hign v6 hiéu héa
chir ky sb trong vong 10 phit.

Tich hop trién
khai vao hé
théng ky sé
tdp trung

Thyec hi¢n cai dit dugc vao hé théng ky sb
tdp trung

Dao tao 3
huéng dan

Nha thz"ul dé xuat cic ndi dung vé dao tao,
huéng dan cai dit va sir dung, chuyén giao
cdng nghé cho céc myc sau:

- Muyc tiéu déo tao, huéng din.

- Déi twong dio tao, huéng din.

- Noi dung dao tao, huéng dn.

- Phuong thirc do tao, huéng din.
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STT

Tén danh
muc

Néi dung yéu chu

PVT

S6
lugng

Bao hanh, bao tri, cép nhét

4.1

Tai liu

- C6 ban trinh bay quy trinh béo hanh bao
tri, khic phuc sy c6 rd rang, chi tiét.

4.2

Cam két

- Cam ket hd trg 24/7 cho ngudi sit dung
trong ¢ sudt thoi gian thyre hién hop dong, dam
béo sin sang cung cép dich vu bao tri khi chi
dAu tir c6 yéu cu.

43

Thoi gian bao
hanh

- Giai phap phin mem ky sb tép trung server:
tbi thiéu 12 . thang ké tir ngay ky nghlem thu,
thoi gian hd tro sir dung phan mém tdi thiéu
1a 05 ndm

- G6i chimg thie chit ky sé ca nhén: 12 thang
ké tir ngay kich hoat chimg thu sb.

44

Phuong thirc
bao hanh

Khi ¢6 yéu cAu vé& bao hanh, Nha thiu phai
ctr chuyén gia (nhan si ¢6 chuyén mén phu
hop) lién hé dé thyc hién cong tic bao hanh
va c6 kha néing dap ing trong véng 01 gior ké
tir khi nhén duqc yéu ciu ciia Chu déu tu.
Néu hét thoi gian ndy ma Nha thu chwa lién
h¢ ¢ thyc hién cong tac bio hanh hodc c6
li€n h¢ nhung khong dap tng theo yéu ciu
ciia Chii du tur thi Chi déu t ¢6 quyén thué
don vi khéc thuc hle;n va toan b kinh phi
thué ndy do nha thiu chi tra.

4.5

Bao tri

Trong thdi gian bao hanh, dinh ky bao tri
theo quy dinh ctia nha san xuét.

4.6

Cép nhdt

Khi ¢6 vén ban méi cua Nha nuéc ban hanh
hodc yeu chu phat trién thém céc tinh ning
méi cia sin phim, phél c6 chirc néng tr dong
cép nhat 1én ban méi cép nhét kip thoi céc
quy dinh ciia Nha nuéce, dam bao cong viéc
ky dién tir tai don vi khong bi anh huédng,

Kiém tra va thir nghiém

5.1

Kiém tra

Nha thau phai chuan bj 01 ban Demo, trong
qua trinh dénh gia néu cin thiét t3 chuyén gia
s& yéu cau céc nha thiu tham dyr cung cép
ban Demo dé danh gié va so sanh.

5.2

Thtr nghiém

Nha thau phai xay dung ké hoach, _kich ban
kiém thir cho toan bd phéin mém, gdm co:




STT | Tén danh Noi dung yéu ciu PVT | Sb
muc lugng

+ Kiém thir thye hién chirc ning ctia hé
thong;

+ Kiém thir chap nhan nguoi str dung cho
tat ca cac chirc ning cta phan mém.
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