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sé: Q. /BVPHYD-CNTT Thanh phé H6 Chi Minh, ngay (\thang 0 nam 2021
V/v moi chio gia

Kinh giri: Quy nha cung cip

Bénh vién Pai hoc Y Duge TP. Hb Chi Minh m&i Quy nha cung cép c6 quan tam,
c6 kha ning cung cép ban quyén phén mérp phong chéng ma ddc cho cac thiét bj diu
cuoi ciia Bénh vién Pai hoc Y Dugc TP. H6 Chi Minh, bao gia theo phu luc dinh kém.

Pé nghi Quy nha cung cip cé quan tdm g file word/excel va ban scan béo gid c6
déng diu theo miu dinh kém dén email moichaogia@umc.edu.vn va email
congnghethongtin@umec.edu.vn va giti ban gidy c6 dong déu ve Phong Coéng nghé thong
tin, Bénh vién Pai hoc Y Dugc TP. Hb Chi Minh, dja chi s6 215 Hong Bang, Phudng
11, Quan 5, TP. Hb Chi Minh.

- Hb so giri kém theo bao gia bao gdm céc tii liu: catalogue san phdm va céc tai
liéu k¥ thuét lién quan khéc.

- Thoi gian nhan béo gi: dén hét ngay 46../.01../2021.
- Dbién thoai lién hé: 028.39525391 (Chj Huynh Thuy Cam Thuong - Phong CNTT)
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PHU LUC

DANH MUC HANG HOA MOI CHAO GIA
(Kem theo cong véin sé6 .eQ/BVDHYD-CNTT ngay (4./.04./:{049)

Stt

Tén hang héa

Yéu clu Pon vj S6

ky thuit tinh lwgng e b

Ban quyén phan mém |Theo yéu cau| Ban 2.031
phong chong mé doc cho | ky thuat chi tiét | quyén

céc thiét bj dau cudi

- Thoi han st dung

ban quyén: 12 thang

bén dudi

Yéu ciu ky thuit chi tiét

B

trung  (Centralized
Management)

Stt | Ngi dung yéu ciu Mo ta

I | Yéu ciu ky thut, tinh niing ciia phin mém

1. |Ban quyén phdn mém |Ban quyén mua méi

2. |Méy chi quén trj tdp|- Giao dién bang diéu khién, bdo cdo, canh béo tap trung.

- Giao dién duy nhét cho tt ca céc tinh ning vin d& v& bao
mét,

- Thiét 13p chinh séch tép trung.

- Cép nhit céac Pattern, Engine cho toan bd hé théng tép
trung.

- Trung tdm chia sé cdc thong tin vé file, hash, IP, URL,
domain nguy hiém.

- Thu thép log tip trung, c6 thé chia sé cho hé théng giam
sat an toan théng tin SIEM (Security Information and
Event Management)

- Mo rfng sy tryc quan Xuyén sudt cho cdc mé hinh trién
khai nhu on-premise (méy chu dat ta1 trung tdm di¥ liéu
Bénh vién Pai hoc Y Dugc TP. H6 Chi Minh), Cloud
(ddm may), Hybrid (ca hai).

- B4o c40: hd trg béo cdo theo cac dinh dang PDF, DOCX,
XLSX, HTML, XML, CSV. HJ tr¢ c4dc miu béo cdo co
s&n hodic c6 thé tiy bién. Chiing han nhu méu bao cdo theo
ma ddc, theo ngudi dl‘.mg phat hi¢n, theo may tram phat
hién, nhém, theo kiéu mdi de doa ransomware/ spyware/
grayware/ viruses. Hb trg theo timg cap d¢ nhu chi tiét
hoic tém tit. Bdo cdo hd trg tiy bién mau (custom
template) cho phép quan trj ty dinh nghia mau theo nhu
ciu.

- C6 thé tich hop véi may chii Active Directory ding dé
xéc thye cho quan trj.
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Stt

Néi dung yéu ciu

Mb ta

HS tr¢ céc tinh ning
chinh @& bao vé mdy
tinh

- Sir dung két hop nhidu céng nghé bio vé mé déc cao cip
dé bao vé an toan théng tin trén may déu cubi cling nhu
ngudi ding. Giai phép c6 thé hoc, twong thich, ty ding
chia sé céc m8i de doa trong xuyén subt méi trudng mang
Bénh vién.

- Ty ddng phét hién va dé4p (g sy téng trudng nhanh chéng
ciia céc bién thd mé ddc gy nén méi de doa cho hé théng,
bao gdm ca fileless va ransomware.

- Cung cép sy tryc quan v& kha niing diéu tra va kiém soét
trén toan by hé thOng béing cich hd trg sit dung b cong
cu EDR, hd trg tich hgp manh m& véi SIEM vé by m& API
duge cong bb rong rai ma khong cén cai dt thém agent.

- H3 trg md hinh quan trj agent tit ci trong mgt (All-in-
one) trién khai cho On-premise. Céc tinh néng t6i thiéu
gdm c6 anti-malware, kiém soét Gmg dung, phong chéng
xAm nhép IPS, kiém soét thiét bj ngoai vi, phéng chéng
thét thodt dt ligu DLP

- H3 trg bao vé todn bd ngudi ding/ thiét bj dAu cudi trong
Bénh vién (hofic cdc méiy ciia Bénh vién hoat dong bén
ngodi Bénh vién) khéi m& dfc nhw Trojans, worms,
spyware, ransomware, ¢6 kha néing tir thich nghi dé phat
hién céc bién thé méi chua biét va cic méi de doa méi
nhur mé dc mé héa, ma ddc fileless

- Cung cép kha niing phét hién va phan tmg lai véi phét hi¢n
ngay trong m{t tip gidi phép.

- H8 trg v4 80 cac 18 hén% bao mét d& biét va chwa biét cho
thiét bj ddu cudi. C6 thé bao vé ngudi ding ngay ca khi
ban vé chinh thirc chwra phat hanh hofic trién khai.

- Phai trrc quan va kiém soét tip trung: nhilu tinh niing ¢6
thé dwgc quan trj théng qua mét giao dién kiém sodt
console duy nhét d& cung cép sy trirc quan tép trung va
kiém so4t tit cé tinh néing.

- C6 thé cai djt trén mdy chi dit tai trung tdm di ligu tai
co s& ciia Bénh vién Dai hoc Y Dugc TP. Hd Chi Minh
(trién khai on-premise).

- Chi mét giai phép c6 thé bao vé cac mébi de doa da biét va
chura biét cho endpoints Windows, MAC va ca VDL

- Giai phép h8 trg cOng nghé miy hoc véi d9 tin cdy cao
(high-fidelity machine learning) v6i nihidu cong nghé phat
hién khéc nhau d& ddm béo kha ning phét hién t6t nhét
céic ransomware ciing nhwr tin cong tinh vi.




Stt

N¢i dung yéu cdu

Mé ta

- HS trg nhiéu cOn% ngh¢ khong dfu vét (signature-less
techniques), bao gbm t6i thiéu céc cong nghé nhu méy
hoc d9 tin c8y cao (high-fidelity machine learning), phén
tich hanh vi, ngiin ngia céc bién thé (variant protection),
kiém tra d9 tin c@y ciia m8u (census check), kiém soét tng
dung, ngin chin khai thidc trong tai li¢u (exploit
prevention), 46 ndi tiéng trén web (web reputation), chiin
két ni dén méy chu diéu khién va kiém soét (mdy chu
C&C)

- Két hop cdng nghé giam thiéu ph4t hién sai (Noise
cancellation) nhu kiém tra 9 tin cdy (census check) va
kiém tra whitelist & céc lu6i bao vé khong dya trén déu
vét (signature-less)

- C6 thé ngay 14p tirc chia sé céc thong tin v& hanh vi mang
bit thudmg va file véi céc ludi bio vé khic dé chin céc
tin cong kém theo.

- Cung cfp ngiin chiin cic Ransomware tinh vi m& héa tép
tin (file) & thiét bj ddu cubi, c6 thd ngit céc hanh vi nguy
hiém, va c6 thé phuc hdi cac tip tin (file) d& bj m& héa
néu cén thiét,

- Cho phép chia sé céc phat hién méi de doa tinh vi trén
pham vi toan t8 chirc (sharing threat intelligent) '

- Cho phép tiry bién giao dién bang didu khién (dashboard)
phil hop vé6i nhidu vai trd quén trj khéc nhau.

- H3 trg bao vé da nén tang nhw: Windows 7, Windows 8.1,
Windows 10, MAC OS.

- H3 trg kha néing két ni véi cdc sandbox on-premise hogc
dang djch vy Sandbox SaaS. Tinh niing d& mé rong trong
twong lai ma khong cin cai thém agent.

C6 ddy du céc tinh
ning bao mft ning
cao cung clp sin
trong phin mém
(Threat  Detection
Capabilities)

- Tinh ning phéat hi¢n mé dfc sir dung cong ngh¢ méy hoc
v6i @ tin cly cao & cd hai mic d§ trudc thyc thi
(pre-execution) va thyc thi (runtime)

- Tinh niing phén tich hanh vi, ding @ ngéin chin dang tén
cOng sau: sir dung script khai théc, Ransomware, Memory
inspection, Browser exploit protection

- Tinh néing kiém tra d¢ ndi tiéng cua file (File reputation),
46 ndi tign clia web (web reputation), bao v@ phat hién
céc bién thé m& d6c méi, kiém tra 49 an toan theo théng
ké (Census check)

- Tinh niing ngiin chin tin cOng khai théc (host firewall,
exploit protection)

dh



Stt

Néi dung yéu ciu

Maé ta

- Kiém soét thiét bj ngoai vi (device control), nhin biét vi
trf (location awareness): theo vj trf cia mdy tram, 4p dung
t6i timg ngudi diing, nhém ngudi diing, c6 thé két néi véi
méé chii Active Directory, khéa tgp tin autorun, hé trg ca
thiét bj di déng, CD/DVD, Dia mém, § dia mang, USB va
céc dfa hwu trit, sinh trfic hoc, thiét b giao tiép hdng ngoai,
bluetooth. '

- Chinh séch cho device control hd trg nhidu action nhu:
Toan quyén truy cdp (Full access), Custom (tiy chinh),
Poc va thye thi (Read and execute), Chi doc (Read only),
Chi liét ké ndi dung thiét bj (List device content only),
Chiin thiét bj (Block)

- H3 trg tinh néing iDLP tich hgp trén endpoint: Kha ning
x4c dinh ndi dung trong céc tii li¢u theo tir khéa holc
template. DO quét trén tit ca cc kénh truyén dit liéu nhu
email, webmail, cloud, FTP, USB, Instance Messenger,
network share, print screen, DVD...Cho phép thyrc thi ma
héa khi copy dt liéu sang USB bén ngoai hoic upload 1én
néi luu trit d4m may (Cloud Storage)

- H3 trg DLP véi céc template dinh nghfa sin gitp tb chirc
c6 thé nhanh chéng tufin thi véi cdc b nguyén tic nhu
GDPR, PCI/DSS, HIPAA, GLBA ...

- Ngin chin Command and control (C&C)

- Tinh niing Update Agent: cho phép lya chon mgt s6 agent
1am thanh phén cache c4c théng tin cp nht nhwr pattern,
engine. Céc agent chi céin cip nhjt tir may ndy gitip gidm
luu hrgng cép nhét trye tiép tir médy chu

- C6 kha niing thy bién dashboard quan trj, tity bién theo
céc nhu cdu cia quan trj vién nhir xem theo muyc security,
xem theo DLP, xem theo phét hién ransomware, xem theo
phét hién application control, xem théng ké cép nht cia
méy tram...

C6 tinh niing v4 ao
céc 18 hdng Bao mit
cho miy ftram
(Vulnerability
Protection)

- H8 trg nhanh chéng céc ban vé 4o 16 héng bao mét cho
méy tram, bao gdm ca thiét bj IoT.

- Ngin chiin céc khai théc 16 hdng zero-day cho méy tram
vét 1y, méy laptop, VDI trong mang hoiic ngodi mang ciia
bénh vién.

- Ng#n chiin khai thac 18 hdng da biét/chwa biét treéc khi

ban v4 duge trién khai, hofic ban vé c6 thé khdng bao gitr

dugc cung cép. :
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Noi dung yéu ciu

Mé ta

- Bio v& méy tram véi t6i thiéu téc 40ng dén higu niing méy
tram, trdi nghi¢m cia ngudi dung.

- C6 kha nang kiém tra sdu géi tin (DPI) & nhén dang noi
dung géi tin c6 thé gy nguy hai cho 16p tmg dung

- B loc cho phép lgc céc luu lugng mang va dam bao phai
dugc cho phép théng qua lwéi lgc tudng hira cb trang thai
(stateful inspection)

- Ngin chin mé d¢c backdoor

- Pon gian héa trin khai va quén trj bing mdt agent duy
nhét (chung véi tinh niing ngin chin antimalware), quan
trj va gi4m sét tip trung céc patch, gidm thiéu téi da viéc
phai khoi dong lai h¢ théng.

Ung dyng méy tram

Cé tinh niing gidm sét

(Application Control)

- Cho phép néing cao khé niing phong thi chdng lai ma dfc
vad APT biing céch nghn chin céc dng dung khong
biét/khong mong muén thyc thi trén méy tram bing s
dung chinh séch dng két hop danh séch tring (whitelist)
va danh séch den (blacklist)

- Ngin chin céc 4nh hudng tiém tng tir cic ing dung
khéng mong mudn/khong biét nhy file thye thi, file DLL,
rng dung window app store, cdc device drivers va céc file
dang Portable Executable (PE)

-Két hog v6i céc ludi bao vé khéc ciia tip gidi phép nhim
cung cdp khé niing trong quan céc dit liéu v& méi de doa

va ngiin chiin csc méi de doa xdy ra hiéu qua hon .

- Co s& dit liéu d4m méy v& di¥ liéu Gng dung dugc phin
tich va twong quan hd trg trén 1 trigu file record

- H3 trg céu hinh chinh séch App control chi tiét t6i mirc
ngudi ding

- H3 trg chinh séch dong cho phép ngudi ding cai dit céc
tng dyng cho phép dya trén céc tiéu chi v& mirc d ndi
tiéng (reputation-based) nhw prevalence, mic 49 truéng
thanh cia Gng dung (maturity of the application).

- H3 trg thit 1ap chinh séch app control dya trén tén ‘mg

dung, dudng regular expression, ho#c certificate cho
c& whitelist va blacklist.

- Cho phép 1énh déng cira (lockdown) hé théng dé khoa
ngudi ding khdng cho phép thyc thi cic tmg dung méi.

Cé6 kha niing hd trg
bao mét danh cho may

- Cung cfp céc tinh ning béo mft cho méy Apple MAC,
kha niing phdt hi¢n mé déc tinh vi ding méy hoc (Machine
Learning)
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Stt | Néi dung yéu ciin M3 ta
h¢ dicu hanh Mac[- Tty chon h8 trg EDR cho méy MAC ma khong cln cdi
(Security for MAC) | dyt thém agent
- Khong anh hudng t6i trdi nghiém ngudi ding MAC
- Quén trj tip trung trén todn bd trén may chi véi 1 giao
dién, ké cd méy Windows va MAC, trén c4 hai mi trudng
Cloud va On-premise ho#c hybrid
8. |Cé tinh ning m& hod |- Pam bao bdo vé dit li¢u bing céch m& héa dit liéu trén
Dit Liéu trén méy endpoint
tram (Endpoint -HB tr , .
A o mi héa & dia, ma héa thu myc va tip tin, ma héa
Encryption) thiét bj di dong
- H8 trg quan trj Microsoft BitLokcer va Apple FileVault
9. |C6 thd bao mét cho|- Kha niing thye thi cic chinh séch v& mobile, thiét bi, tmg

Thiét bj di dong

dung va bao mit trén céc nén ting iOS va Android

(Mobile Security)  |_ Antimalware, m& héa dit lidu (Data Encryption), thyc thi
mft khéu (password enforcement), (khéa tir xa) remote
lock, quén trj tmg dung, quan trj thiét b cho thiét bj iOS
v Android .

- Quén trj thp trung, cung cép giao dién single view cho td
chtrc quén trj ti desktop cho dén thiét bj di dong.

I [Trién khai gidi phdp bdo m4t thiét bj @iu cudi (Endpoint)

1. lcai dat, tridn Khai|C2i dit, trién khai phin mém phong chéng ma déc cho cic
phin mdm phong|thiét bj dAu cubi (mAy chil va méy tinh) tai co s& ciia Bénh
chéng ma ddc cho céc|vién Pai hoc Y Dugc TP. H8 Chi Minh gém:
thiét bj dhu cudi (mly| e Co s& 1: 215 Hdng Bang, Phudng 11, Quén 5,
chi va méy tram) TPHCM.

e Co s& 2: 201 Nguyén Chi Thanh, Phudng 12,
Quéfn 5, TPHCM.
Phin mé&m Endpoint security cai djt phai ¢6 ban quyén hop
phép ciia hiing sén xuft
2. |cai dat, trién Kkhai|Cai agt, trién khai cong cy quén trj tip trung dé quan Iy c4c

cong cu quén tri tip
trung dé quin Iy céc
thiét bj ddu cudi

thiét bj ddu cudi cho may chu tai co s& ciia Bénh vién Pai
hec Y Duge TP. HY Chi Minh gdm:

o Co s& 1: 215 Hing Bang, Phudng 11, Quén 5,
TPHCM.

e Co s& 2: 201 Nguyén Chi Thanh, Phuéng 12,
Quén 5, TPHCM.




Stt | Noi dung yéu ciu MG ta
3. |Pao tao va huéng din Nhén su' tham gia dao tao do Bq:nh vién Pai hoc Y Dugc
cho nhan sy quan trj| TP. HJ Chi Minh chi dinh (t6i thidu 05 ngudi)
hé thong
4. |Thoi gian trién khai Khong qué 2 tuén (thoi gian nay khong duogc tinh vao thoi
gian c6 hle;u lyc cua ban quyén phin mém phong chéng ma
doc cho thiét bj déu cubi)
IIL. | Yéu ciu khic
1. |Thoi gian str dung - Ban quyen hd tro k¥ thuat tl‘I hang san xuét trong 12 thang,
ban quyén phai dugc gén lién véi tai khoan email bao mat
cua Bénh vién.
- M& kénh ho trg ky thuét truc tiép dén céc ky su ciia hing
san xuft phan mém.
- Mién phi cép nhét va ndng cAp san phiAm phin mém phong
chéng ma doc trong 12 théng,
2. |Yéuchuvédichvu |- H8 trg qua dién thoai va céc kénh hd trg nhu: thu dién tir
va trén web trong vong 12 thang theo géi dich vu 24/7 24|
gi®/ ngay, 7 ngay/ tudn bao gdm ca ngay nghi). ‘ﬂ}”f
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