DAl HOC Y DUGQC TPHCM CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN PAI HQC Y DUQC Poc lap - Tw do - Hanh phic

$6: #49/BVDHYD-CNTT Thémh phé H8 Chi Minh, ngay 49 thang % nam 2024
V/v moi chao gia
Kinh gii: Quy nha cung cip
Bénh vién Dai hoc Y Dugc Thanh pho Hb Chi Minh kinh moi cac don vi ¢6 du
nang lyc va kinh nghiém cung cap ban quyén phan mém phong chéng ma doc cho thiét bi
dau cudi theo yéu cau dudi dy vui long gui hd so chao gia cho Bénh vién theo ndi dung
cu thé nhu sau:

1. Tén du toan: Cung cdp phan mém phong chéng ma doc cho thiét bi dau cudi

[S]

. Pham vi cung cap: chi tiét theo phu luc dinh kem.

3. Thoi gian thuc hién hop ddng: 6 thang ké tir ngay hop dong ¢6 hiéu luc
4. Loai hop dong: Hop dong theo don gia c¢b dinh

5. Dia diém thuc hién: Bénh vién Dai hoc Y Duge TPHCM

6. Hiéu luc ctia hd so chao gié: t6i thidu 06 thang ké tir ngay béo gid

7. Yéu cdu vé gia chao: gid chao da bao g6m cac loai thué, phi, 1€ phi theo luat dinh,
chi phi vén chuyén, giao hang va cc yéu cAu khac cua bén moi thau.

8. Thoi gian nhan ho so chao gia: trude 16 gio, ngay ¥3./.5./2024
9. Quy dinh vé tiép nhan thong tin va hd so chao gia: ‘Quy don vi thue hién g hd

so chio gia online tai website ctia Bénh vién va gui ban gidy c6 ky tén, dong diu vé dia ‘,
chi sau ddy: Phong Cong ngh¢ thong tin Tang 4, Khu A, Bénh vién Dai hoc Y Duogc ’,/i’:
Thanh phd H6 Chi Minh — Co s& 150 215 Hong Bang, Phuong 11, Quén 5, TPHCM fof
2o

Ngudi lién hé: Nguyén Thi Thu luyct S& dién thoai: 028.39525391 “J_l\

T4

10. Yéu cau khéc: N
Hb so chao gia ciia nha thau bao gdm céc tai liéu sau:
+ Thu chao gia, bang bdo gia cia nha thau (co ky tén, dong dau);
+ Ho so phap 1y, hd so nang luc ctia nha thau;
~ +Hop dong trang thau con hiéu lyc dbi voi cac mit hang da tring thau tai cc co sO
y té (n€u co):

+ Tai liéu k¥ thuat ctia hang hoa (gidy chimg nhén ding ky luu hanh, gidy ching
nhén luu hanh tr do (néu c6), catalogue san pham va cdc tai liéu k¥ thuat lién quan khac).

Tréan trong./ &\/

Noi nhin: P ] ']:'[:} . GIAM DOC
- Nhu trén;

- Giam dbc (Dé bao céo):;

- Pon vi Quan ly D4u thau (dé dang tin);
- Luu: VT, CNTT (J23-130-ntttuyet) (02).

BM: CVDFO]{ )




PHU LUC. PHAM VI CUNG CAP VA YEU CAU KY THUAT
(Pinh kém Céng van s6 839./BVDHYD-CNTT ngay A9 thang 5. nam 2024)

I. Pham vi cung cip

STT Tén danh muc DVT | S6 lwong
1 Ban quyén phr?m mém phong chéng ma ddc cho may tram Ban 2215
2 Ban quyén phin mém phong chéng ma doc cho may chi Ban 20
3 Ban quyén phin mém phong chéng ma doc cho thiét bi di dong Ban 404
Tong cong 2584
I1. Yéu ciu ky thuit
STT Noi dung yéu cAu Mo ta
I. Phin mém phong chéng ma ddc cho may tram

Maday chu quan tri tép
trung (Centralized
Management)

- Giao dién dashboard, report canh bao tép trung
- Quan tri trén moi truomg Cloud (SaaS based)

- Giao dién duy nhat cho tat ca cac cau hinh endpoint
inventory, giam sat bao mat, licensing, quan tri phan
quyén

- Thiét 1ap chinh sach quan 1y tap trung
- Cép nhét céc pattern, engine cho toan bd hé théng tap
trung

- Trung tdm chia sé céc thong tin vé File, hash, IP,
URL, domain nguy hiém véi cic giai phap khac cta
hang dang trién khai tai T chure va giai phap ctia Bén
thir ba

- Thu thép log tép trung, c6 thé chia sé cho hé théng
SIEM

- Co co ché luu log, activity data tap trung: dam bao téi
thiéu 30 ngay

HO trg cac tinh ning
chinh dé bao vé may tinh

- Giai phap két hop cac cong nghé phat hién ma dugc
tién tién: may hoc (machine learning), giam sat hanh
vi (behavior monitoring dé phat hién va ngin chin
nhanh chéng cdc mi doc chwa biét (unknown
malware) co thé 1dy nhiém vao ha ting endpoint ctia
T chire

- Tu doéng phat hién va ngan chin cidc moi de doa mdi,
bao gom fileless va ransomware.

s vt



STT Nbi dung yéu clu Mo ta

- Mbt Agent cung cip day du céc tinh ndng bao mét cin
¢, cac tinh néang tdi thiéu gdém co anti- malware
realtime scan, kiém soat tng dung, phong chéng x4m
nhép IPS, kiém soét thiét bj ngoai vi, DLP, ngan chin
thit thoat cac dir liéu DLP.

- Hb trg bao vé toan bd thiét bi may tram cua can bd
nhén vién khéi ma ddc nhu Virus, Trojans, worms,
spyware, ransomware. .

- HO trg “va 40” cac 16 hong bao méat d3 biét va chua
biét cho Endpomt théng qua cic rule IPS. C6 thé bao
v€ an toan ngudi ding ngay ca khi ban va chinh thirc
chua phét hanh hoic trién khai.

- Tryc quan va quan Iy tap trung: nhiéu tinh ning c6 thé
dugc quén tri thdng qua mdt giao dién duy nhét gbm
c6 quan tri trwc quan, licensing, kiém soat phén
quyén, inventory, policy.

- H3 trg nhiéu cong nghé bao vé chéng ma doc, mdi de
doa nhu: may hoc d§ tin cdy cao (high-fidelity
machine learning), phén tich hanh vi, ngin ngira cic
bién thé ma doc (variant protection), kiém tra do tin
cdy cla miu (census check), kiém soat Umg dung,
ngan chan khai thac trong tai li¢u (exploit prevention),
do n01 tiéng ciia cac web (web reputation), kiém soat
két ndi téi C&C. Chan thét thoat dir lidu

- Kha ning ngin chin cic ransomware tinh vi ma héa
file trén cac thiét bj diu cubi, co thé chin cic hanh vi
ma héa nguy hiém, va phuc hdi céc file da bi ma hoa
néu cén thiét

- Cho phép nhin thong tin chia sé v& hiém hoa (threat
intelligence) tir nguén khéac thong qua: TAXII va

MISP

- Cho phép tity bién dashboard phi hop dua trén vai trd
quan trj khic nhau.

- H3 tro bao vé da nén tang nhu: Windows, Linux,
MAC OS.

. - Tinh nédng phat hién ma ddc sir dung cdng nghé may
Co day du céc tinh ndng | hoc véi dd tin cdy cao & ca hai mic dd trude thyc thi
bao mét néng cao cung (pre-execution) va thyuc thi (runtime):

3. cép sin trong phin mém
(Threat Detection
Capabilities)

+ Pre execution machine learning (cong nghé hoc
mdy & giai doan tién thyec thi)

+ Runtime machine learning (cong nghé hoc may &
giai doan thuec thi)




STT

Noi dung yéu ciun

M0 ta

- Tinh néng phén tich hanh vi, ding dé ngén chin dang

tan cong sau:

Str dung script khai thac
Injection

Ransomware

Memory attacks
Browser attacks

+ + + + +

Tinh ning kiém tra d6 ndi tiéng cia file (File
reputation), dd noi tieng cia web (web reputation),
bao vé phat hién céc bién thé ma ddc méi...

Tinh nidng ngin chin tin cbéng khai thic (host
firewall, exploit protection):

+ Host firewall
+ Exploit protection

Kiém soat thiét bi ngoai vi — device control dua trén

nhiéu tiéu chi:

+ Location awareness: theo vi tri cia may tram

+ Ap dung téi timg ngudi ding, nhém ngudi ding,
c6 thé két ndi v6i Active Directory

+ Block autorun

+ HBJ trg ca mobile device, CD/DVD, Floppy disk,
network drives, USB storage devices, thiét bi giao
tiép hdng ngoai, bluetooth

Chinh sach cho device control hd tro nhiéu hanh dong
nhu:

Full access

Modify

Read and execute

Read

List device content only
Block

+ + + + + +

Tinh nang Update Agent: cho phép lya chon mét s6
agent lam thanh phin cache céc théng tin cdp nhat
nhu pattern, engine. Cac agent chi cAn cip nhét tir
thanh phan update agent nay gitp giam luu lwong cép
nhét tryc ti€p tir server

C6 tinh niing v4 4o cac 16
hong Bao mét cho may
tram (Vulnerability

H3 trg nhanh chéng céc ban vé a0 15 hng bao mat
cho may tram.

- Ngan chin céc khai thac 16 hdng zero-day cho méy




STT

Nbi dung yéu ciu

Mo ta

Protection)

tram trong mang hodc ngoai mang ctia t6 chirc

- Cung cép cac ban va ao nghiém trong cho cac hé didu
hanh khéng con dugc ho trg bdi chinh hang théng qua
cac rule bao v€ bdi module host based IPS

- Nhén dang botnet va targeted attack C&C

C6 tinh ning giam sat
Ung dung may tram
(Application Control)

- Cho phép t4 chirc nang cao kha ning phong thi chéng
lai md doc va cic cudc tin cong cé chu dich
(Advanced persistent threat- APT) bing céch ngan
chin cac ung dung khong biét/khéng mong mubn
thurc thi trén may tram bing sir dung chinh sich dong
két hop whitelist va blacklist

- Ngén chan céc tac dong nguy hiém tir cac ing dung
khéng mong mubn/khong biét théng qua kiém soat
cac file thuc thi (duong din file, md hash...), danh
muc cdc ung dung trén endpoint, certificate cho ca
whitelist/allow list va blacklist/block list

- Co s¢ dir ligu d4m may vé dir liéu tng dung dugc
phén tich va twong quan ho trg trén 1 ty file record

- Ho trg cdu hinh chinh sach kiém soat ng dung chi
tiét t6i mirc ngudi diing

- H3 trg chinh sach dong cho phép ngudi ding cai dat
cac ung dung cho phép dya trén céc tiéu chi vé mirc
do nbi tiéng (reputatlon-based) nhu prevalence, muc
dd truéng thanh cia ung dung (maturity of the
application).

- Cho phép lockdown hé théng dé khéa ngudi ding
khong cho phép thyc thi céc ing dung mdi.

C6 kha ning hd trg bao
mat danh cho may hé
diéu hanh Mac (Security
for MAC)

- Cung cép c4c tinh ning bao mat cho may Apple Mac,
kha nang phéat hi€én ma doc tinh vi ding machine
learning

- Cung cép tinh nang Device Control — kiém soat cac
thi€t bi ngoai vi két noi téi may tinh Mac

- Cung cép kha ning kiém soat, ngan chan két ndi t6i
cac website nguy hi€m trén may tinh Mac

IL

Phin mém phéong chdng mi dc cho may chi

Tinh ning bio vé




STT

Nbi dung yéu ciu

Mo ta

Bio mit bao gébm nhiéu
module trén mét agent

- Anti-Malware
- Kiém soat do uy tin Web
- Firewall

- Chéng x4m nhap va va 0

L.L | duy nhét ) ,
- Ki€ém soat tinh toan ven cta céc file h¢ thong quan
trong
- Kiém soat log trén server
- Kiém soat g dung dugc thuc thi trén server
H(”} trg da nén ting hé |- Windows, Linux, SuSE, Redhat, CentOS, Ubuntu,
1.2. | di€uhanh Oracle linux, Amazon Linux
13 H6 trg tinh ning |- C6 kha ning kidm so4t hanh vi nhdm chéng ma doc
" | Behaviour Control méi
x ... . |-Vaao 16 hdng bao mét da biét va chua biét dbi véi
1.4. {{go tro tinh ndng bao V& | Lo\ "ne dung doanh nghiép, hé didu hanh thong qua
0 héng
IPS
Tinh ning Intrusion | H(“)~ trg tin}} néng chc”:ng xam nhf.lp. gu’fp bao vé kh.(')i
1.5. p . nhitng cudc tdn cdng SQL injection, cross-site
revention . s 3 2 - yees
scripting, va cac web application vulnerabilities
- H3 trg nhan dang va canh béo cac thay ddi khong
1.6. | Log Inspection dugc biet, hodc cdc tdn cong mé dge tinh vi, bao gbm
cac ransomware ngay khi n6 xay ra trén hé thong.
- Hb trg tinh néng tuong hira c6 kha néng ngén chan cac
cudc tan cong tir choi dich vu va phét hién cac hanh vi
do quét:
1.7. | Host Firewall + Computer OS Fingerprint Probe
+ Network or Port Scan
+ TCP Null Scan
+ TCP SYNFIN Scan
+ TCP Xmas Scan
Cac tinh ndng Data |- Str dung nhitng k¥ thuit Data Execution Prevention
1.8. |Execution  Prevention | (DEP), Structured Exception Handling Overwrite
(DEP), Structured | Protection (SEHOP), va heap spray prevention aé
Exception Handling | phat hién tién trinh nghi ngd va ngit nhitng tién trinh




STT N§i dung yéu ciu Mo ta
Overwrite Protection | do
(SEHOP), va Heap
Spray
. - Ngén chan viéc thuc thi/cai dit cac file thyc thi, cac
1.9. | Application Control file script khi chua dugc cAp phép
- Giam sét sy thay dbi céc files, thu vién, va dich vu ...
1.10. | File Integrity Monitoring | Luc c6 mdt sy thay doi tir céc file, thu vién, dich vu ..

hé théng s& log va canh bao t6i nha quan trj

111 Process Memory |- Hb trg Process Memory Scanning quét cic process
""" | Scanning dang chay trén RAM
- Ra soét va phat hién céc 16 hong va phin mém nhim
Recommendation bao v€ chu ddng va hi€u qua. Néu may chu da va 16i
1.12. . i 2 1o o oo ~ 12
Scanning (patched), giai phap c6 kha ndng quét va tu g& bo rule
ma khong can nha quén tri can thiép.
Tinh nang Predictive |~ Su dur}g m53 .hinh Machine Learpiqg véi tinh k§ th}xat
1.13. Machine Learning cao cap digital DNA fingerprinting, APl mapping
nham phat hién nhitng hiém hoa méi
1.14. | Ransomware protection |- C6 kha ning chdng thao tac ma hoa dir liéu trai phép
1.15. | HO trg Windows AMSI |- H trg quét tich hop véi Windows AMSI
- ICMP
- ICMPV6
_ . - IGMP
Firewall ho trg day du
L16. | sc IP-based frame: - GGP
- TCP
- UDP
- TCP+UDP
_ _ |- H3 trg kiém so4t packet vao/ra hé thong dé phat hién
117 HO trg v4 nhanh céc 10 va~ ngén chin céc hanh vi khai thic 16 hong bao maét.
o héng Ho trg tu dong cép npa cac rule méi va ty dong va
ngay lap tirc vao hé thong
118 HS trg ting toc dép tmg |- HS tro dap (mg nhiéu yéu cdu tudn thi bao gbm

céc tuin thi bao mét

GDPR, PCI DSS, HIPAA, NIST ...




STT Noi dung yéu ciu Mo ta
1.19. | SSL Inspection - H3 trg SSL Inspection gitip phn tich céc traffic SSL
1.20. | Tao Schedule scan - Ra so4t c6 thé dugc 18p lich va ty dong ap dit rule va

khi ¢6 thé nhim loai bé rii ro

1.21. | Phat hién botnet, C&C |- Phat hién va ngin chin cac botnet, cic két ndi C&C
122 H3 trg nén tang 4o hoéa |- H tro tich hgp véi cic nén ting 40 héa trén cloud:
7" | trén cloud VMWare Cloud Microsoft Azure, Amazon AWS
H3 trg nhidu co ché trién .
1.23. khai agent - Chef, Puppet, Ansible, AWS OpsWorks, ...
Dong b dur Ligu véi - C6 thé dﬁ“)ng bd danh sach cdc mdy tinh dé trién khai
Amazon AWS, s A es . .
1.24. . bao vé tir cloud cia Amazon AWS, Microsoft Azure,
Microsoft Azure, Google Goosle Cloud Platf
Cloud Platform oogle Lloud tlatiorm
- H trg REST (REpresentational State Transfer) Web
Services ;API. HO tr¢g tuy dong hoéa véi cong cu
HS tr¢ REST Web| DevOps toi thidu céc tac vu sau:
1.25. | Services API, DevOps, | . Chu hinh chinh séch va bao vé méy chi ,
tw dong hoéa + Tim kiém céc 16 hdng bao mat va va 4o céc 16
hong bao mét dé
+ Thuc hién céc tac vu dinh ky
1.26. | Phan quyén account - P?ﬁn q‘uyén ch(? cac flccoupt quan tri tuy theo chuc
nang va pham vi cla tirng vi tri
1.27. | Phén quyén theo nhém | Sg’) thé phan quyén cho tirng nhém mady tinh can bao
- Co co ché quéan ly cac su kién li€én quan dén bao mat
1.28. | Quan ly event theo tag hé thong thong qua céc thé (tag) nham don gian héa
cong tac phan tich
1.29. | Automatic tag event - ric;tthé thue hién gén thé tu dong cho céc su kién bao
1.30. | Filter theo tag - C’() cq’ché z}p dl%ng loc theozthé 'théng tin khi tao béo
cdo gitp thong tin dugc chuan xéc hon
- Béo céo c6 thé dugc trich xuét dudi dang file PDF
1.31. | Report hodc RTF, va phai bao gébm céc loai report nhu sau:

+ Attack Report




STT

N9i dung yéu cau

Mo ta

Anti-malware report
Firewall Report

Integrity Monitoring Report
Instrusion Prevention report
Forensic Report

+ + + + +

1.32.

Tinh ké thira

- Co ché quéan ly cac chinh sach bao mét dudi dang
phén cap, c6 tinh ké thira

1.33.

Single console

- Tt ca cac dbi tuong dugc bao vé déu c6 thé duoc
quan tri trén mot man hinh quan tri duy nhét, bét ké
d6i tugng dugc bao vé d6 1a may 4o, may vt Iy hay
trén dam may

Quan tri trén dam may

- Doanh nghiép khong cén cai dt thanh phén quan tri

1.34. (dang SaaS) trong pC. Que’fn tri tdp trung mot giao dién cung véi
endpoint security
135 Hd trg tinh ndng gl su |- HS trg gilri event t6i Amazon SNS dé chuyén tiép su
7" | kién dén Amazon SNS kién
- Co ché update phin mirc va c6 thé dugc bd tri theo
1.36. | Update theo nhém ting nhém cép nhét khac nhau nhdm giam luu lugng
qua WAN va ting tinh Redundancy
x : - Truy cdp vao Giao dién quéan tri c6 thé dugc x4c thuc
1.37. Eﬁthezﬁzatixm -Factor v6i sy ket hop gilta thi€t bi mobile device (iOS,
Android) va time-based one time password
1.38. I;ZLE’ Single Sigo-On | 1 o tinh nang SSO SAML
1.39. HE trg co ché tr bdo ve | Agent self protection
agent
x X . A: 41 A - Ho tro agent két ndi dén cloud quan tri thong qua
1.40. | HO tro ket n6i thong qua | -z proxy HTTP/SOCKS4/SOCKSS, PAC
proxy file
Nha cung cap d!?h M Dich vu cung cép 24/7, cung cép thong tin vé du
1.41. | SaaS phai cung cép chi . TG 2 TS M N
. £ phong cua hé thong, thong tin vé lich bao tri hé thong
tit SLA
1.4, |HO tro tich hop V6i| trg chuyén tiép logs dén hé théng SIEM

SIEM
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STT

Noi dung yéu ciu

HO6 trg tinh ning XDR

2.1.

HJ trg diéu tra XDR

- H3 trg lién két voi dich vu diéu tra va phan hdi mé

rong (XDR) cho may chu va cac thanh phén khéc
gom co:

Email security (Office365, Google Workspace)
Web security

Endpoint security

Network Sensor

IPS

Mobile security

+ + + + + +

2.2.

H3 trg phan hdi nhanh
chdéng (Response)

H3 trg céc phan hoi gom c6:

+ Thém /bd dbi twong nguy hiém vao/ra khéi block
list

Gri vao sandbox phén tich

Thu thép file dé diéu tra

Dump process memory

Isolate endpoint

Chay custom script (powershell hogc shell)
Remote shell

+ 4+ + + + +

2.3.

Céanh bao va théng bao
vé incident

Khi phat hién canh bao méi, XDR cé thé giri thong
béo qua email cho nha quan tri.

2.4.

Detection Model (md
hinh phat hién - céanh
bao)

Mb hinh phét hién phai két hop nhiéu quy tic va bd
loc bang cach sir dung céc k§ thuat nhu hoc may va
xép chdng dit liéu. M hinh phét hién c6 thé sir dung
mdt hodc nhiéu bd loc dé phat hién cac hanh vi hodc
su kién dang ngd va gidm canh béo sai (false positive)

2.5.

Phan tich Root-Cause
analysis va phan hoi
canh bao nhanh chéng

Béng diéu khién XDR c6 thé giup diéu tra canh bao
thong qua giao dién db hoa phan tich root-cause
chuyén séu va danh gia anh hudng, cho phép té chirc
hidu sy nghiém trong cia canh bao va dua ra cac
quyét dinh twong g v&i canh béo d6

2.6.

Forensic va Analysic

- Ho trg d6i diéu tra thu thap bang chung tir cac diém

cudi, tao khong gian lam viéc dé sdp xep bang chimg
dd thu thap va tién hanh diéu tra sy cb bao mét.

2.7.

Threat Intelligence

- Thu thép va hién thi cac théng tin v& tin cong c6 chi

dich trén todn ciu. Cac thong tin tinh béo nay phai
lubén dugc cdp nhét vé cdc moi de doa (APT) dang

RS AY ]

-

Wt



11

STT Nbi dung yéu ciu M5 ta
dién ra, va chuyén gia ciia nha cung cép theo ddi sat
sao. TO chirc c6 thé tim ki€ém céc thong tin vé€ tan
cong APT duya trén cac truong thong tin nhu:

+Ung hop tén (Matched result)

+Kiéu (Type)

+Nhim vao phén khiic nio (targeted industry)

+Nhim vao ving dia 1y nao (targeted region)

- Hé quan tri XDR cho phép t6 chirc 1am giau théng tin
tinh bdo (custom intelligence) bang cch nhap thong
tin thi c6ng (import) hogc ty dong tir bén thir ba. Cac
loai théng tin duogc hd trg gdm c6

+Domain

+File (SHA-1, SHA-256, MD5)

28 Custom Threat )
"® | Intelligence +File name

+IP address

+ Sender address (email address)

+URL

+ Command line

+User account

9, |Pinh ky quét va tim |- Dinh ky quét va tim kiém cac ddu hiéu x4m nhip

ki€ém dau hiéu xdm nhip

(Indicator of Compromise)

2.10. | H3 trg quét sandboxing |- Hb tro quét file va URL (submit) st dung sandboxing
x n 1. |- H3 trg tu dong phan hdi canh bao voi Playbook. Nha
2.11, | HO tro tr dong phan hoi quan tri c6 thé tu tao hoic sir dung tir miu playbook
véi playbook > . X P
san cd clia nha cung cap
- H6 trg tich hgp XDR véi img dung ciia bén thir ba.
T6i thiéu gébm cé
+Microsoft Acitive Directory
5 1. | Tich hop XDR véi bén +Azure AD

tha ba

+ Azure Sentinel Integration
+PaloAlto Panorama

+ Nessux Pro/Tenable.io
+OpenLDAP
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STT

Noi dung yéu clu

+ Splunk XDR

+ Service Now (ITSM)

+ Checkpoint Firewall

+ Vmware Workspace One UEM

+ Syslog connector

2.13.

MITRE
mapping

ATT&CK™

- Anh xa cac phat hién véi MITRE ATT&CK
framework cho phép td chirc nhanh chéng hiéu duoc
tinh hudng su cd dang xay ra trong mang. Cac phat
hién duoc lién két véi tai lidu chinh thitc cia MITRE
ATT&CK framework

2.14.

API mé& rong

- H3 trg API mé rong dé td chirc ¢6 thé chi dong tich
hogp véi cic cong cu bao mét bén ngoai chdng han nhu
SIEM va SOAR.

- Céc API hd trg t6i thiéu gom:
+Quan tri account

+Quan tri event va alert

+Quan tri c4c sensor dugce két nbi
+Quan tri thong bdo va webhook
+Quan tri response

+ Quan trj threat intelligence
+SAML

HS trg datalake dang

- Datalake dang SaaS aé tdn dung src mang cua cOng

2.15.
SaaS nghé dam may
III. | Phin mém phong chéng ma ddc cho thiét bj di dong
- Giao dién dashboard, report canh bao tép trung
- Quan tri trén moi trudng Cloud (SaaS based). Chung
v&i quan trj server va endpoint
Mdéy chi quén tri tép . n £ A, £ 1a . .
1. |trung (Centralized |~ bGﬂlao cllten duy nhat cho tat ca céc cau hinh, gidm sat
Management) a0 ma

- Thiét 1ap chinh sach quan ly tip trung

- C6 co ché luu log, activity data tip trung: dam bao tbi

thiéu 30 ngay

WUt 2\ e e, o s



13

STT

Noi dung yéu ciu

Mo ta

C6 thé bao mat cho Thiét

- Kha ning thuc thi cac chinh sach vé‘ mobile, thiét bi,
ng dung va bdo mat trén cidc nén tang iOS va
Android

- Malware detection: Chu dong phat hién cac ing dung
phin mém doc hai, img dung ro ri quyén riéng tr va
g dung c6 16 héng bao mat

- Wifi Protection: Phét hién céc két ndi Wi-Fi c6 cac
cudc tan cong trung gian (Man-in-the-middle attack),

2. |bi di dong (Mobile | o9i bs HTTPS va ma héa kém bing céc canh béo trén
Security) bang didu khién va thiét bi
- Configuration manager: Kiém tra cai dat thiét bi dé
phat hién cac vi pham bao mat cd thé xay ra
- Web reputation: Bao v¢ thiét bi di dong khéi cac méi
qe doa dua trén web va cac 16 hong hé di€u hanh ti€ém
an
- C6 thé tuong quan XDR
IV. |Yéu ciu vé cai diit trién khai
L. | Cai dit, trién khai phan |Cai d4t, trién khai phin mém phong chéng ma doc cho
mém phong chong ma |cac thi€t bi dau cudi (méy chua va may tinh) tai co s cla
doc cho céc thi€t bi dau |Bénh vién Pai hoc Y Dugc TP. H6 Chi Minh g6ém:
cudi (mdy chi va may| o cg s¢ 1: 215 Héng Bang, Phuong 11, Quén 5,
tram) TPHCM.
e Co s& 2: 201 Nguyén Chi Thanh, Phudng 12,
Quién 5, TPHCM.
e Co s& 3: 221B Hoang Van Thy, P.8, Quén Phu
Nhuén, TP.HCM.
Phin mém Endpoint security cai dét phai c6 ban quyén
hop phap cua hédng san xuat
2. |Cai dat, trién khai cong |Cai dat, trién khai cong cu quan tri tdp trung dé quan ly

cu quan trj tip trung dé
quan ly céc thiet bj dau
cudi

cac thiét bj ddu cudi cho may chu tai co s¢ cliia Bénh
vién Pai hoc Y Duge TP. HS Chi Minh gom

e Co s& 1: 215 Hbng Bang, Phuong 11, Quén 5,
TPHCM.

e Co s& 2: 201 Nguyén Chi Thanh, Phuong 12,
Quién 5, TPHCM.

e Co s& 3: 221B Hoang Van Thy, P.§, Quin Phu
Nhuéan, TP.HCM.
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3. | Pao tao va huéng din |Pao tao, huéng din cho nhén sy phong Cdng nghé
cho nhin sy quan tri hé |thong tin cho 3 co s@
thong

4. Thoi gian bén quyén | Thoi gian st dung bén quyén phin mém mua méi: > 36
phan mém thang
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BANG BAO GIA

Kinh gui: Bénh vién Dai hoc Y Dugc TPHCM
Dia chi: 215 Héng Bang, Phuong 11, Quéan 5, TPHCM
Theo cong van moi chao gia s6 . 8T9./BVDHYD-CNTT ctia Bénh vién, Cong ty ching toi bao gia nhu sau:

L

Tén hang hoa

Tén thwong
mai

Mai HS

Dac tinh ky
thuat

Nha san
xuat

Nuodc san
xuat

bVT

So lwgng

Pon gi4

Thanh tién

Ghi chua

Bén quyén phan mém
phong chong ma doc
cho may tram

Ban

2215

Ban quyér} phin mém
phong chong ma doc
cho may chu

Ban

20

Ban quyép phan mém
phong chong ma doc
cho thiét bi di dong

Ban

404

% Yéu cdu bao gia:

- Béo gia nay c6 hiéu luc tdi thiéu 6 thang ké tir ngay béo gia.

- Chiing téi cam két vé don gid chao hang bang hode thap hon gid trén thi trieong cia cing nha cung img hode cimg ching logi.

-CacyCucaAu Khac: ..o

Bpfar.s
BM: CVDT.03(1)

Ngiy ... thang .... ol ....
DPAI DIEN THEO PHAP LUAT

(Ky tén va dong dau)




