DAI HOC Y DUQC TPICM CONG HOA XA HOI CHU NGHIA VIET NAM

Bl}‘l H VIFJ { DPATHOQC Y DUQC Doc lap - Tw do - Hanh phie
: ABIBVDHYD-CNTT Thanh pho 116 Chi Minh, ngéy (4 thang 4 nam 2024

V/v moi chio gia
Kinh giri: Quy nha cung cép
Bénh vién Dai hoc Y Duoc Thanh phé 116 Chi Minh kinh moi cac don vi ¢ du
nang luc va kinh nghiém cung cip thiét bi twong Ira bao mat theo yéu cau dudi day vui
long guri hd so chao g1a cho Bénh vi¢n theo nd1 dung cu thé nhur sau:

1. T¢én du todn: Cung Cz"lp thiét bi twomg Itra bao mit

[

. Pham vi cung cap: chi tiét theo phu lue dinh kem.

(8]

Thot gian thuce hién goi thau: 6 thang ké tir ngay hop c1611g ¢ hicu luc

4. Loai hop d(‘"mg: Hop (lfmg tron goi

5. Dia diém thuc hién: Bénh vién Dai hoc Y Dugc TPHCM — 215 IIf"mg Bang.
Phuong 1'1. Quan 5, TPHCM

6. Hicu luc ctia ho so chao oid: 16i thi¢u 06 thang ké tir ngay bdo gid

7. Yéu cau vE gid chao: gia chao da bao om cac loai thué. phi. 1¢ phi theo luat dinh,

=

chi phi véin chuyén. giao hang va cic yéu ciu khdc ctia bén moi thau.,
8. Thoi gian nhan ho so chao gia: trude 16 gio, ngay 4 )/.4 12024

9. Quy dinh v¢ liép nhén thong tin va ho so chao eia: Quy don vi thuc hién gui ho
so chao gid online tai website ctia Bénh vién va g ban gidy ¢o ky tén. dong déu vé dia
chi sau day: Phong Cong ngh¢ Lhono tin ldl]" 4. Khu A. Bénh vién Dai hoc Y Duoc
Thanh phd 116 Chi Minh — Co s 1 s6 215 Hong Bang. Phuong 11, Quéan 5. TPHCM

Neuoi lién hé: Neuyén Thi Thu Tuyét S6 dién thoai: 028.39525391
10. Yéu ciu khic:
16 so chio gid cua nha thau bao gdm cdc 1ai li¢u sau:
t Thu chio gid. bang bao gia ctia nha thdu (¢6 ky 1én. déng diu):
+ 116 so phap 1y, hd so ning lue cua nha thau;
+ Hop dong tring thau con hiéu lye dbi véi ciac mat hang da trang thau tai cac co so
Y ¢ (ncu co):

Tai liéu k¥ thudt ciia hang hoa (gidy chimg nhéin diang ky luu hanh. gidy chime
nhan luu hanh wr do (néu co). catalogue san phdm va cde tai liéu k¥ thudt lién quan khac).

Irdn lr()ng..f.\n/

Not nhin:

- Nhu trén;

- Giam dbe (D¢ bio cio):

- Don vi Quan Iy Dau thau (dé dang tin):
- Luw: VT ONTT (J123-1530-ntttuyet) (02).
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PHU LUC. PHAM VI CUNG CAP VA YEU CAU KY THUAT
(Dinh kém Céng véin sé A05/BVDHYD-CNTT ngay [ thdng 4. ndm 2024)

I. Pham vi cung cip

STT Tén danh muc PVT | S6 lwgng
1 | Thiét bi tudng lira bao mit Cai 02
2 Module quang Cai 12
IL. Yéu cdu ky thuit
STT | Tén danh muc Tiéu chi k§ thuat
I. | Thiét bi twong lira bao mat

Thiét bi twdmg lra
bdo mat

Chung loai: Thiét bi phén cimg chuyén dung

Kiéu dang: 1U Rack-mount

S6 cong két ndi: HE tro t6i thiéu 8 cdng dong va 12 cong quang
SFP+ 1/10Gb

HO trg Lights-Out-Management (LOM).

B vi xur ly: > 1 CPU, > 14 physical cores

Dung luong & cimg: > 900GB SSD

Bd nhd RAM: > 32 GB, c6 kha ning mé& rong 1én 64GB hoac
hon

Ngudn dién: > 2 ngudn

Thong lugng Firewall: > 70 Gbps

Thong lugng NGFW khi bét Firewall, App Control, IPS va bt
logging: Thiét bi c6 kha ning hd tro 1én 30 Gbps

Théng luong IPS: > 45 Gbps

Thong luong Threat Prevention khi bét ddy du céc tinh ning:
Firewall, App Control, URLF, IPS, Anti Malware va SandBlast
(DNS Security & Zero Phishing), logging: C6 kha nang hd trg
Ién 10 Gbps hodc hon.

Théng lugng TLS Inspection Threat Prevention: Cé thé hd trg
lén dén 5 Gbps

Thong luong VPN c6 mad héa: > 35 Gbps

S6 lwong ket no1 trén gidy: > 350.000 két ndi / gidy

S6 luong két ndi dbng thoi: > 7.000.000 (7 triéu).

HS tro céc tinh nang chinh

o Kiém soat img dung - Apphcailon Control: H3 tro kiém soét
hon 10000 tmg dung c6 sin, 4p dung chinh sach kiém soat
irng dung nhu cho phép, ngin chén, tao lich truy cép, kiém
soat luu luong truy cép.

o Tinh niang phong chéng xam nhép (IPS): C6 kha nédng phat
hién ngan chan thuc thi cac 16 hong da biét, DNS Tunneling,
DoS..

o Loc URL (URL Filtering): Cho phép kiém soat chi tiét
nhiing trang web nao cé thé dugc truy cdp bdi mdt nhém
ngudi diing, may tinh hodc mang nhét dinh.

o Anti-Bot: Phat hién va ngin chin cac kiéu két ndi cta cac ho
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STT

Tén danh muc

Tiéu chi ky thuit

botnet khac nhau, cac dia chi C&C, xéc dinh hanh vi cta bot.
Anti-Virus: C6 kha nang phat hién ngan chin thuc thi céc 16
héng da biét, DNS Tunneling, DoS, cic phin mém déc hai tir
Internet thdng qua ngan chan truy cdp vao cac trang Web doc
hai dugc xéc dinh truéce .

Antl-Spam Chéng thtr rac dua trén ndi dung; chéng thu rac
dua trén méu dia chi IP d4 biét; chéng thu rac dua trén dinh
nghia danh sich dia chi IP, ngudi giri hoic Domain bi
chin...Hd trg tinh nang bao mat cmail véi ludng dir lidu
SMTP, POP3 hoic trién khai véi mé hinh Mail Transfer
Agent (MTA)

Kha nidng mé rong ning lyc xir ly: Hé thong tuong lira phai
dap ung kha ning mé rong theo nhu cau trong tuong lai
(HyperScale), co kha ning ket hop véi céc thiét bj khdc cia
cing hiing dé tao ra hé théng tuong lra. C6 kha ning tao
thanh mét twdng Iira Logic bao gdm két hop 1én téi téi thidu
28 tudng Ira vit ly.

Giai phép ho trg tao Sub-Policy (Inline Layers): Tap hop céc
rules phu nim trong 1 rule chinh. Néu s kién xay ra tuong
img véi rule chinh thi s& tiép tuc kidm tra bang c4c rules phuy,
néu khong se b6 qua khéng klem tra.

H3 trg két néi mang: Két néi 802.3ad passive va active. Ché
d6 Layer 2 (Transparent) va Layer 3 (Routing). H3 tro IPv6:
NAT66, NAT64, NATA46.

HS trg tinh sin sing cao: Active/Active, Actlve/Passwe Hb
trg chuyen d6i du phong do thay déi dinh tuyén, 13i thiét bi
hay két ndi

Tinh ning dmh tuyén Unicast va Multicast: H3 trg cdc giao
thic dinh tuyén — OSPF, BGP, RIP, dinh tuyén tinh,
Multicast, dinh tuyén theo chinh sach (Policy based Routing),
PIM-SM, PIM-SSM, PIM-DM, IGMP.

- H3 tro m& rong tinh néng phong chéng tdn cong nang cao
o M phéng méi de doa (Threat Emulatlon) H6 trg phat hién

va ngén chan céc loai mi ddc méi xuét hién ma chua cé ddu
hiéu nhan biét trong céc file attachment cia email va céc file
download. Tinh ning ho trg cong nghé kiém tra ngay tai
CPU-level dé phét hién tﬁn cdng khai thac 15 héng, phan tich
hon 70 kiéu tap tin bao gdm: MS Office, Adobe PDF, Java,
Flash, file thyc thi, Archives (ISO, ZIP, 7Z, RAR, etc.) trong
moéi trudng gid 1ip (sanboxing) trén nhiéu hé diéu hanh va
phién ban khéc nhau.

Threat Extraction: H trg tinh nang loai boé ma doc, tai cdu
triic lai tép tin véi cdc thanh phdn an toan véi cong nghé
Content Disarm & Reconstruction (CDR) véi da dang tép tin:
Microsoft Office Word, Excel, Power Point, Adobe PDF,
Image files. Tinh néing h3 trg loai bo céc loai thanh phin nhu:
Macros and Code; Embedded Objects Linked Objects; PDF
JavaScript Actions; PDF Launch Actions.

o _Zero Phishing: Ngin chin céc cudc tén cdng lira dao chua xac




STT | Tén danh myc

Tiéu chi ky thuit

dinh va d3 biét trén cic trang web trong thdi gian thyuc bing
cach sir dung cac thudt todn Machine-Learning. Ngin chin
lira ddo theo thoi gian thuc dua trén URL va In-browser Zero
Phishing,. .

o DNS Security: Ngin chén tdan cong DNS

Ban quyén tudng

- Ban quyén twdng Iira trong vong 36 thang hd trg céc tinh ning:
Firewall, VPN, User Awareness, Application Control, URL

hira Filtering, IPS, Anti-Bot, Antivirus, Anti-Spam, DNS Security
3. Bao hanh - Dich vu bao hanh va hd trg k§ thudt cho thiét bj tir nha san xuét

36 théng

Phu kién két ndi thiét b tuong lira bao mét

4. Module quang

Cuing héing san xuét v6i thiét bi bido mit cung chp
- H8 tro tdc o két ndi > 10Gb SFP+

Yéu ciu hang ho4 va trién

khai

Yéu cdu chét
lugng hang hoa

- Cam két cung cdp ddy du tai liu chimg minh xudt xtr (CO) déi
v6i hang nhdp khéu va tai liu chimg minh chit luong (CQ) khi
giao hang.

- Thiét bj phin cimg dat cac chimg nhén:
+An toan dat chudn: CB IEC 62368-1, CE LVD EN62368-1,
UL62368-1, ASNZS 62368.1
+Khi thai dat chun: CE, FCC IC, VCCI, ASNZS ACMA
+M3i truong dat chudn: ROHS, REACH, WEEE, IS014001

- Hang ho4 phai dwoc san xuét trong nim 2024.
- Cam két hd trg ky thudt va bao hanh tir nha san xudt.

Nhén sy tham gia
trién khai

- Doi ngil trién khai c6 tdi thiép 2 nhén sy dat chimg chi chuyén gia
(Expert) vdi giai phap nha thau dé xuat.
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BANG BAO GIA

Kinh gtri: Bénh vién Pai hoc Y Duoc TPHCM
Dia chi: 215 Hong Bang, Phuong 11, Quan 5, TPHCM
Theo céng vin moi chio gia sb 4/4.2./BVDHYD-CNTT ctia Bénh vién, Céng ty ching t6i bdo gi4 nhu sau:

TT|  Ténhinghoa | o0 MWOME | yp; pyg | Ddctinhky | Nhasin |Nuesin| pyr o |qs 10 0n0! Bon gis | Thanh tidn | Ghi chi
mai thuat xuat xudt
1. Tfilet bi tuomg lira bao Cii 0
mét
2. |Module quang | Cii 12

% Yéu cau bdo gia:

- Bdo gid nay c6 hiéu lyc i thiéu 6 thang ké tir ngdy béo gia.

- Chiing t6i cam két vé dom gid chao hang bdng hodic thdp hon gid trén thi trudng ciia ciing nha cung tmg hodc cimg chiing loai.

- Céc yéu cau khac:
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BM: CVDT.03(1)
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Ngay ... thang .... ndm ....
DAI DIEN THEO PHAP LUAT

(Ky tén va dong déu)



