PAI HOC Y DUGC TPHCM CONG HOA XA HQI CHU NGHIA VIET NAM
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S6: ..04%6. .. /BVPHYD-CNTT Thanh phé H6 Chi Minh, ngay & thdang 1 ndm 2085
V/v moi chao gia

Kinh gui: Quy nha cung cap

Bénh vién Dai hoc Y Dugce Thanh phé H6 Chi Minh kinh moi cac don vi co du
nang lyc va kinh nghiém cung cAp thiét bi bao mét chit ky s6 (HSM) theo yéu cau dudi
day vui 1ong giri ho so chao gla cho Bénh vién theo ndi dung cu thé nhu sau:

1. Tén du toan: cung cAp thiét bi bao mat chit ky s6 (HSM)
2. Pham vi cung cip: chi tiét theo phu luc dinh kém.
3. Thoi gian cung cdp hang hoa: 120 ngay ké tir ngay hop ddng c6 hiéu luc
4. Loai hgp ddng: tron goi
5. Bia diém thuc hién: 215 Hong Bang, Phuong Chg Lén, Thanh phd H6 Chi Minh
6. Hiéu luc cta ho so chao gia: tdi thiéu 6 thang.
7. Yéu cau vé gia chao: gia chao da bao gom cac loai thué, phi, 1 phi theo luat
dinh, chi phi van chuyén, giao hang va cac yéu ciu khéc ctia cha dau tu.
8. Thoi gian nhan ho so chao gia: trude AL gid, ngdy obd./Ad./. 200K
9. Quy dinh vé tiép nhan hé so chao gia:
- Gui bao gia online qua website: https://bvdaihoc.com.vn/Home/ViewList/31;

- Guri ban giay co ky tén, dong déu vé dia chi sau déy: Phong Cong nghé thong 7/.( 5“

tin, Tang 4, Khu A, Bénh vién Pai hoc Y Dugc Thanh phé H6 Chi Minh — Co sé 1,
s6 215 Hdng Bang, Phuong Cho Lén, Thanh phd Ho Chi Minh. /o BE
Nguoi lién hé: Nguyén Thi Thu Tuyét S dién thoai: 028.39525391 ?T:[
o F U

10. Yéu cdu khac:
) ; 3 \ - O’-’G
HO so chao gia cua nha thau bao gom céc tai liéu sau:

+ Thu chao gid, bang bao gia ciia nha thau (co ky tén, déng dau);

+Hop ddng trang thau con hidu luc ddi voi cac mit hang da tring thau tai cac co
sO'y & (néu co);

+ Tai liéu k¥ thudt ctia hang hoa.
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PHU LUC. PHAM VI CUNG CAP VA YEU CAU KY THUAT
(Pinh kém Céng vin s6 04X.b.../BVDHYD-CNTT ngay .13... thang 2 ndm 2025)

I. Pham vi cung cip

STT

Danh muc bvT S6 lwong

1 | Thiét bi bio mat chit ky s6 (HSM)

II. Yéu ciu ky thuat

STT

N§i dung

Mo ta ky thuit

Yéu ciu ky thuit

Kich thudc Kich thudc 1U rackmount
Tich hop voi Tich hop duge voi 2 thiét bi HSM nShield Connect XC NH2075-B hién
hé thong HSM | tai cua Chu dAu tu va hoat dong véi co ché HA Clustering (tinh s&n sang
hién tai cao - chia tai va dy phong)

D6 tin cdy cua
thiét bi

Mean time between failures (MTBF): t6i thiéu 100000h

Két noi mang

> 2 cbng Gigabit ethernet va Port Bonding hd trg Link Aggregation

Keét ndi may
chu

HSM c6 kha ning két ndi ddng thoi dén 6 Server tmg dung cung lic

Kha nang
tuwong thich

- Co kha nang tuong thich va phuong an trién khai tich hop voi hé thong
HSM, céc tmg dung ctia Chi dau tu

Thudt todn
post-quantum

HO tro céac thuit toan post-quantum, ti thiéu: ML-DSA-44, ML-DSA-65,
ML-DSA-87, ML-KEM-512, ML-KEM-768, ML-KEM-1024, SLH-DSA-
SHA2-128f, SLH-DSA-SHA2-128s, SLH-DSA-SHAKE-128f, SLH-
DSA-SHAKE-128s, SLH-DSA-SHA2-192f, SLH-DSA-SHA2-192s,
SLH-DSA-SHAKE-192f, SLH-DSA-SHAKE-192s, SLH-DSA-SHAZ2-
256f, SLH-DSA-SHA2-256s, SLH-DSA-SHAKE-256f, SLH-DSA-
SHAKE-256s

Thuat todn ma
hoa bat doi
xung

H& trg cac thuit toan ma héa bat déi xing, t6i thiéu: RSA, Diffie-Hellman,
ECMQV, DSA, El-Gamal, KCDSA, ECDSA (including NIST, Brainpool
& secp256k1 curves), ECDH, Edwards (Ed25519, Ed25519ph)

Thuét toan ma
hoa doi xing

H3 tro céc thuit toan ma hoa dbi ximg, tdi thiéu: AES, AES-GCM,
Arcfour, ARIA, Camellia, CAST, RIPEMD160 HMAC, SEED, Tiger
HMAC, 3DES

Thuét toan
HASH

HOb tro cac thudt toon HASH t6i thiéu: MDS5, SHA-1, SHA-2, RIPEMD160,
SHA-3

B0 sinh s6
ngau nhién

Random Number Generator (RNG)

HO tro cac API

H4 tro cac API: PKCS#11, CAPI/CNG, JCA/ICE, JCProv, OpenSSL
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STT Noi dung M5 ta ky thuat
Pép g cac
chitng chi bdo | FIPS 140-3 Level 3
mét phan cing
Téc dd xtly | RSA-2048: Téi thiéu 670 tps
Cochékiém | Cung cip cic clp d6 bao vé khoa img dyung khac nhau:
soét truy cép - Passphrase
khéa img dung | - Smartcard
H3 tro c4c hé . .
didu hanh: Windows, Linux
. H3 trg quéan tri HSM tir xa

Quan trj H3 trg GUI (giao dién) truc quan
HAviload |H8 trg co ché Sin sing cao High-Availability (HA)
Balancing H5 trg c4n bing tai (load balancing)
Backup va x £ \ A a
Restore H6 tr¢ co ché sao huu va phyc hoi thong qua smartcard
Logging va x
Monitoring Ho trg SNMP, syslog
Néng cdp hiéu | C6 thé nang cép tdc 49 ky ciia HSM 1én dén hon 10,000 Tps thng qua
niang license ma khéng cin phai thay thé thiét bji HSM méi
Bén quyén két
néi mdy chii o

N mé rong cho 2 | Ban quyén ket ndi thém 3 Server cho 2 thiét bi HSM cii (SN: 46-XC3241F

* | thiét bj HSM | va SN: 46-XC3247F)
hi¢n tai caa
Chii diu tw
II. | Cécyéu chu khéc

1. | Nim san xuit | Hang ho6a san xuét tir nim 2025 tré di
Yéu cdu v tai
ligu chimg | cung c4p dhy dii tai ligu chimg minh xuét xtt CO @i v6i hang nhdp khéu

2. | minkXUtX, |y, 63 ligu chimg minh chét lugng (CQ) khi giao hang
chat lugng ’
hang héa




STT

Ngi dung

M ti k thut

Trién khai cai
dat

- Trién khai tich hop thiét bi HSM m&i vio hé théng mang Bénh vién

- Néng cip firmware cua 2 thiét bi HSM NH2075-B hién hitu cua Chu déu
tu 1én phién ban méi dé hoat dong mode cluster HA vai 3 thiét bi HSM

- Cai dit thém ’3 may chu dich vu ky s va hd tro tich hop HSM vai céac
may chu ky s0 moi.

- HA tro tich hop tit ca cic ing dung Bénh vién véi thiét bi HSM mdi.

- C6 ké hoach du phong xir Iy céc tinh hudng phat sinh, khoi phuc hé théng

trong truong hop tich hop chuyén dbi khong thanh cong dé dam bao tinh
lién tuc cia hé théng.

bao tao hudng
dan

- Pio tao sau trién khai

- Pao tao van hanh h¢ thong cho quan tri vién

- Nha thau l4p ké hoach dao tao cho cic d6i twgng do chu dAu tu cung cap
danh séch cac can bd quan tri, vdn hanh hé thong.

- Nha thau c6 trach nhiém xdy dung tai lidu céc quy trinh cai dat, trién khai
hé thong, quy trinh quan tri van hanh hé théng.

- Nha thiu s& cung cp n6i dung va tai liéu huéng dan cai dat/ sir dung cho
céc ddi twong tham gia dao tao.

- Noi dung dao tao: Nha thau soan thao tai liéu ddo tao va trinh cho Chu
dAu tu xem xét trude khi td chirc dao tao. Pham vi ddo tao vé cac thiét bi
dwoc ddu tu trong du 4n (quan tri, vAn hanh, trouble shoot, ...).

Tai liéu

CAc tai liéu cAn ban giao bao gom:
- Tai liéu tich hop hé thong
- Tai liéu dao tao theo ké hoach dao tao

Bao hanh va
ho trg ky thuat
tir nha thau

- Thoi gian bao hanh tir nha thdu: > 36 thang ké tir ngay nghi¢m thu

- Cam két hd tro k¥ thuat 24/7 cho nguoi sur dung trong sudt thoi gian thuc
hién hop ddng, dam bao sin sing cung cip dich vu bao tri khi chu dau tu
c6 yéu cau.

- Khi ¢6 yéu clu vé bao hanh, Nha thdu phai cir chuyén gia (nhan su ¢
chuyén mén phu hop) lién hé dé thuc hién cong tic bao hanh va ¢6 kha
nang dép Ung trong vong 04 gio ké tir khi nhan dugc yéu céu ctia Chit dau
tw. Néu hét thoi gian ndy ma Nha thau chua lién hé dé thyuc hién cong tég
bao hanh hodc co lién h¢ nhung khong dap tng theo yéu cau ctia Chu dau::
tur thi Chu dAu tu ¢6 quyén thué don vi khac thuc hién va toan bo kinh phiz
thué nay do nha thau chi tra. ,/b

- Nha thau luén c6 doi ngil ky thuét riéng ciia minh dé thuc hién viéc bag
hanh (c6 cung cip sb dién thoai dudng day nong va dia chi dé lién hé).

"'*a-wrl-l"

Bao hanh, hd
trg ky thuat,
cdp nhat tir nha
san xuét

- Bao hanh, hd tro k¥ thudt, cip nhat dit liéu céc tinh nang tir nha san xuéit

Bao tri

- Trong thoi gian hop dong con hiéu luc, dinh ky bao tri thlet bi 6 thang/lan
va dinh ky bao tri phan mém theo quy dinh ciia nha san Xudt.

Cap nhat

- Nha thau phéi hop véi Chi diu tu nang cép, cap nhét phién ban méi cia
thiét bi chao thau khi c¢6 phién ban cdp nhit méi tir nha san xuat




STT

N¢i dung

M6 ta ky thuat

10.

Yéu ciu bao
mét thong tin

- Nha thiu phai tudn tha céc quy dinh vé an toan thong tin cua Chu déu tur
trong gua trinh trién khai, thuc hién goi thau nay. Nha thau cin cung cap
cam keét tir hiing san xuit thlet bi, phﬁn mem, duogc cung cAp trong gbi thiu
na khong bi nha san xudt cai cac phan mém ddc hai, gidn diép hoic phin
mém cé muc dich x4u nhu: liy cip thong tin khich hang, truy cép tréi

phép...

11.

Kiém tra va
thir nghi€ém

- Céc kiém tra va thir nghiém cén tién hanh gém cé:

- Thoi gian kiém tra: Ngay sau khl hang hoé dugc giao téi don vi sir dung
(riéng kiém tra hoat dong s& t1en hanh sau khi nha thdu hoan thanh trién
khai chuyén d8i, tich hop hé théng).

- Céch thirc tién hanh kiém tra: Pai dién hai bén tién hanh kiém tra chi tiét
timg loai thiét bj cin cir theo hop ddng di ky két va céc tai liéu cb lién
quan.

+ Kiém tra niém phong hang héa.

+ Kiém tra Part Number; Serial number; CO, CQcua thiét bi.

+ Kiém tra thong s6 k¥ thuat cia thiét bj.

+ Klém tra hoat dfng, tinh néng cua glél phap (thyc hi¢n sau khi nha théu
trién khai chuyén d6i, tich hop hé thong) trieéc khi nghiém thu tdng thé.

- Moi chi phi lién quan dén viéc kiém tra, thir nghiém, nghiém thu do Bén
bén thanh toan.




