DAl HOC Y DUGC TPHCM CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN PAI HQC Y DUQC Poc lap - Tw do - Hanh phiic

S6:.LbALL.. /BVDHYD-CNTT Thanh phd Ho Chi Minh, ngay [0} thang & nam£025
V/v moi chao gia

Kinh giri: Quy nha cung cAp

Bénh vién Dai hoc Y Dugc Thanh phd Hb6 Chi Minh kinh moi céc don vi co du
nang luc va kinh nghiém cung cAp thiét bi tuong ltra cho viing méy chu ndi bo va thiét
bi kiém soat truy cap mang NAC (Network Access Control) theo yéu cau dudi day vui
long gtri hd so chao gia cho Bénh vién theo ndi dung cu thé nhu sau:

1. Tén du toan: cung cap thiét bi tuong hira cho viing may chii ndi bo va thiét bi
kiém soat truy cap mang NAC (Network Access Control)

2. Pham vi cung cip: chi tiét theo phu luc dinh kém.

3. Thoi gian cung cdp hang hoa: 90 ngay ké tir ngay hop ddng c6 hiéu luc

4. Loai hop ddng: tron gbi

5. Dia diém thuc hién: 215 Hong Bang, Phuong Cho Lén, Thanh phd H6 Chi Minh

6. Hiéu luc cua hd so chao gia: tdi thiéu 6 thang.

7. Yéu ciu vé gid chao: gia chao da bao gom cac loai thué, phi, 1€ phi theo luat
dinh, chi phi van chuyén, giao hang va cic yéu cau khac cta chu dau tu.

8. Thoi gian nhén hd so chao gia: trudc A L g10, ngay ¢ ‘.J..//LZ./OZ(,OZ H
9. Quy dinh v& tiép nhan ho so chao gié:

- Gtri bao gia online qua website: https:/bvdaihoc.com.vn/Home/ViewList/31;

- Gtri ban gidly c6 ky tén, dong ddu vé dia chi sau déy: Phong Cong ngh¢ thong
tin, Téang 4, Khu A, Bénh vién Dai hoc Y Dugc Thanh ph6 H6 Chi Minh — Co s¢ 1,
s6 215 Hong Bang, Phuong Che Lén, Thanh phd H6 Chi Minh.

Ngudi lién hé: Nguyén Thi Thu Tuyét So dién thoai: 028.39525391
10. Yéu ciu khac:
Ho so chao gia ciia nha thiu bao gdm cc tai li¢u sau:
+ Thu chao gi4, bang bao gia ctia nha thau (c6 ky tén, dong dau);
+ Hop ddng trang thau con hiéu lyc dbi voi cac mat hang da trang thau tai céc co
SOy t€ (néu co);
+ Tai liéu k¥ thuat cua hang hoa.
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PHU LUC. PHAM VI CUNG CAP VA YEU CAU KY THUAT

(Dinh kém Céng viin s6 (o4 )0/BVDHYD-CNTT ngay ... thang d-ndm 2025)

I. Pham vi cung cip

STT Danh muc bvT S6 lwong
1 Tuong ltra cho viang may chu ndi b Bo 02
) Thiét bi kiém soat truy cdp mang NAC (Network Access Bo 02

Control)

1. Yéu ciu ky thuit

Tén

STT | danh Mo ti ky thuat
muc

I. Twong lira cho viing may chi ndi bo

- Thiét bi vat 1y, dang Rackmount c6 kich thude 1U hoac 2U

- Ngudn: 2 x 400W AC Power Supply

- O cung: SSD > 900GB

- Cép quang: >4 x Active Optical SFP28 Cable, 1M

- Cép quang: = 4x Active Optical SFP28 Cable, 5SM

- Cép nguédn: = 2 x Power Cord Jumper, C13-C14 Connectors, 2 Meter

- Thiét bi vat Iy 1U hodc 2U, ho trg Firewall: > 49 Gbps, > IPS 45 Gbps,
IPSEC VPN = 39.4 Gbps

- Hb tro phién két ndi dong thoi: = 10 triu

- C6 tinh ning Application Control: hd trg' 1én dén 4000 tng dung bao gdm
ca geolocations

- Co Security Intelligence: véi IP, URL va DNS

- C6 tinh ning IPS: Intrusion detection and prevention, File control

- C6 phong chdng Malware: cho phép nhén dang, chan, phén tich cic ma
Yéu ciu | doc malware trong va sau cac cudc tin cong

chung - Co IPS signature updates

- C6 API cho tich hop voi thirdparty

- Hoat dong co ché dy phong cao (HA) Active/active, Active/standby cling
vo1 Clustering

- Cong tich hop san: 8 x 10M/100M/1GBASE-T Ethernet interfaces (RJ-
45) va 8 x 1/10/25 Gigabit (SFP) Ethernet interfaces

- Kha ning mo rong theo module: 8 x 1/10/25G (khi ¢6 nhu ciu ning cip
vé sau)

- C6 kha niang nhén dién malware/advanced attacks ma khong can giai ma
dir liéu voi tinh ning EVE (Encrypted Visibility Engine) hay Magnificr
behavioral analytics

- C6 kha ning Policy Analyzer va Optimizer voi AIOPS. Tu dong dua ra
khuyén nghi dé khic phuc Policy

- C0 kha nang QUIC decryption

- Trung tim Threat Intelligence phai hd tro phan tich > 500 ti event/ngay




Tén
STT | danh Mo ta k§ thuit
muyc
- Threat Defense, Malware 2 36 thiang
5 Ban -
) quyén | - Management Center hodc Panorama Management cai dat trén VMWare dé
quén 1y tap trung 2 thiét bi tudong lira
II. Thiét bi kiém so4t truy nhiap mang (NAC)
- Hé thdng kiém so4t truy cAp Network Access Control cho mang LAN,
Wireless (NAC)
- Thiét bi vay 1y, ddm bao dw phong HA
- O cimg;: 2 960GB
- Ngudn: 2 x 1100w hoic 1200w AC Titanium Power Supply
- Cbng két nbi: 2 X 10Gbase-T, 4 X 10GE SFP hoic 8 x 10G/25G SFP28
- Cap ngudn: 2 x Power Cord Jumper, C13-C14 Connectors, 2 Meter Length
1 Yéu cdu | - H§ tro ddng thoi sb hrong active endpoint hodic concurrent sessions: 2
’ chung 50000
- Tinh néng zero trust
- Tinh ning TACACS kiém tra ngudi ding truy cip vao thiét bi mang
- Tich hgp LDAP, SAML, Certifications, OTP
- Tinh ning kiém tra thong tin antivirus/antimalware va antispyware,
registry settings/entries, patch management, disk encryption
- Tinh néng quarantine cho endpoint/device
- Tich hop pxGrid
- Ban quyén license kiém soét truy cép ning cao téi thiu 36 thang: H3 trg
cé4c tinh nédng co ban va céc tinh ndng nang cao bao gom: Posture va Profiling
(hay host information profile) , MDM Compliance, BYOD, Group Policy >
. 1000 thiét bi
2. |Ban - . —
quyén | - Ban quyen license cai ddt Agent/SecureConnector cho endpoint toi thi€u
36 thang cho > 1000 thiet bj
- License kiém soat truy cip co ban t5i thidu 36 théang: cho tinh ning 802.1X
hay Radius va Guest cho > 6000 thiét bj
Ban
quyén
R VR | > 36 thang ké tir ngay cai dat
hanh - Thoi gian hd tro > 8 gid/ ngdy, > 5 ngdy / tuln, thiét bj thay thé dugc giao
IIL |vahd va lép dat tan noi vao ngay lam viéc tiép theo trong truong hop phén cing
trg ky bi hu hong (Next Business Day)
thudt | _Pdi tra thiét bj trong trudng hop 15i phin cimg trong thoi gian bio hanh.
tir nha
san
xuét
IV. | Céc yéu ciu khéc




Tén
STT danh M6 ta ky thuat
muc
1 Tinh Danh muc tudng lira cho viing may chu ni bo va thiét bi kiém soét truy nhap
" | dong bo | mang (NAC) c6 cung hang san xudt
2 N,am ;. | Hang héa san xuét tir nim 2025 trg di (trir céc phu kién cdp, tranceiver)
san xuat
Yéu céu
ve tai
liéu
chimg
3 minh Cung cap déy du tai liéu chimg minh xuét xir CO ddi véi hang nhap khau va
’ xuz"it X, | tai liéu chirng minh chét luong (CQ).
chat
luong
hang
hoa

- Trién khai tich hop vao hé théng trung tim dit liéu Bénh vién

- Cai dit, cAu hinh hé thdng va tich hop tit ca cic img dung Bénh vién.

- Cai dit céc rule/policy theo yéu cau ctia Chil dau tu

Trién |- Cai diit Agent cho cdc méy tram theo license trong géi thiu
4. | khaicai | g ké hoach du phong xir Iy cdc tinh hudng phat sinh, khéi phuc hé thong
it phong y P
at trong truong hop tich hop chuyén doi khong thanh cong dé dam bao tinh
lién tuc cua hé théng.

- C6 phuong an, ké hoach trién khai, ban vé, thiét ké so dd chi tiét, khoa hoc,
phu hop voi hé thong mang Bénh vién.

- Pao tao sau trién khai

- Pao tao van hanh hé théng cho quan trj vién .

- Nha thau lap ké hoach dao tao cho cac can bo quan tri, van hanh hé th&
do chii diu tu cung cap danh séch. ‘ ],_,

5 ﬁ)a? 0 | Nha thdu c6 tréch nhiém xdy dung tai liéu cac quy trinh cai dat, trién I&gﬁ
' d‘!“mg hé thong, quy trinh quén tri van hanh hé théng. Y
an - Nha thau s& cung cip ndi dung va tai liéu hudng dan cai dat/ s dung cho
céc d6i tuong tham gia ddo tao.

- Noi dung dao tao: Nha thiu soan thao tai lidu ddo tao va trinh cho Chu dau
fr xem xét trude khi td chite ddo tao. Pham vi ddo tao vé cac thiét bi dugc
déau tu trong du én (quan tri, vin hanh, trouble shoot, ...).

Céc tai liéu can ban giao bao gbm:

L - Tai li¢u tich hop hé th
g | g |TOF RCUSGpIG s
- Tai liéu dao tao theo ké hoach dao tao
- Tai liéu huéng dén sir dung cho ting d6i twong ngudi ding
Bao - Thoi gian bao hanh: > 36 thang ké tir ngay nghiém thu
7 hanh va |- Cam két hd tro k¥ thuat 24/7 cho nguoi sur dung trong sudt thoi gian thuc
" | ho trg hi¢n hop dong, dam béo sin sang cung cip dich vu bao tri khi chit dau tu

ky thudt

c6 yéu céu.




Tén
STT | danh M0 ta k¥ thuit
muc
trnhd |- Khi c6 yéu cau vé bao hanh, Nha thau phai cir chuyén gia (nhan su co
thau chuyén mén phit hop) lién hé dé thyc hién cong tac bao hanh va c6 kha
ning dap ung trong vong 01 gior ké tu khi nh@n dugc yéu ciu ctia Chu du
tir. Néu hét thdi gian ndy ma Nha thiu chira lién hé dé thuc hién cbng tac
bao hanh hodc c6 lién hé nhung khong dép ung theo yéu cdu ctia Chi du
tu thi Chu dau tw c6 quyen thué don vi khac thyc hién va toan bd kinh phi
thué nay do nha thau chi tra. .
- Nha thau lu6n c6 dgi ngii ky thuat riéng cua minh dé thyc hién viéc bao
hanh (c6 cung cap so6 dién thoai dudng ddy nong va dia chi dé lién hé).
3 Bio tri Trong thoi gian hop dong con hiéu luc, dinh ky bao tri thxet bi 6 thang/ldn
) va dinh ky béo tri phin mém theo quy dinh ctia nha san xuét.
9 Cap Nha thiu phdi hop véi Chu dAu tr ning cAp, cap nhat phién ban méi cua
" | nhét thiét bi chao thau khi c6 phién ban cip nhat méi tir nha san xuét
Nha thiu phai tudn thu cac quy dinh vé an toan thong tin cia Bénh vién
) trong qua trinh trlen khal, thyc hién goi thiu nay. Nha thiu phai dam bao
Y€u cau | rang (c6 cam két) thiét bi, phin mém cung cap trong chao thau khong bi
10 bao méat | nha san xuat/nha thdu hoic bén thir ba co y cai cac phin mém gian diép
" | thong hoiic phin mém cé muc dich x&u nhw: 14y cip théng tin khach hang, truy
tin cép trai phép,... Truong hop Chu diu tr phat hién dugc nhiing van dé néu
trén, Chu diu tr c6 quyen tra lai hang h6a va nha thiu phai chiu moi rii ro,
chi phi lién quan, ddng thdi chiu trach nhiém trudce phap luat.
Céc kiém tra va thir nghiém cén tién hanh gbm cé:
- Thoi gian kiém tra: Ngay sau khi hang hoa dugc giao t4i don vi sir dung
(riéng kiém tra hoat dong s€ tién hanh sau khi nha thau hoan thanh trién khai
chuyén dbi, tich hop hé théng).
- Céch thirc tién hanh kiém tra: Dai dién hai bén tién hanh kiém tra chi tiét
Kidm | timg loai thiét bj cin cir theo hop ddng da ky két va cdc tai liéu c6 lién quan.
11. E?’xva + Kiém tra niém phong hang héa.
nghiém |+ Kiém tra Part Number; Serial number; CO, CQ ctia thiét bi.

+ Kiém tra thong s6 k§y thuat cia thiét bi.

+ Klem tra hoat dong, tinh ndng cua giai phap (thyc hién sau khi nha thiu
trién khai chuyén déi, tich hop hé théng) trwdc khi nghiém thu téng thé.

- Moi chi phi lién quan dén viéc kiém tra, thir nghiém, nghiém thu do Bén
ban thanh toan.




