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2. Pham vi cung cép: chi tiét theo phu luc dinh kém.
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Nguoi lién hé: Nguyén Thi Thu Tuyet SH dién thoai: 028.39525391
10. Yéu céu khac:
Ho so chao gid ctia nha thau bao gém cac tai liéu sau:
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PHU LUC. PHAM VI CUNG CAP VA YEU CAU KY THUAT
(Pinh kém Céng van sé . (5. 1)./BVDHYD-CNTT ngay 10... théng . nam 2025)

I. Pham vi cung cip

STT Danh mue bVT S6 lwgng
1 Dich vu giam sat An toan thong tin Goi 01
2 | Kiém thir xdm nhdp lién tuc Goi 01

II. Yéu ciu k¥ thuit
A. YEU CAU CHUNG VE NANG LUC NHA THAU

STT

Tiéu chi

‘Yéu cau chi tiét

Gidy phép kinh
doanh dich vu an
toan thong tin

Nha thu phai cung cip Gidy phép kinh doanh san phdm, dich vu an
toan thong tin mang, trén Gidy phép phai ghi rd pham vi cung cap
dich vu bao gdm dich vu gidm sat an toan thong tin.

Ning luc t6 chirc

Nha thau phai dat chimg nhan ISO 27001 (Quan Iy ATTT) va ISO

2 9001 (Quan Ly chit lugng) con hiéu lyc.
Kinh nghiém | Nha thau phai cé kinh nghiém trién khai dich vu SOC cho t6i thiéu
3. | gidm sat an toan | 03 khich hang quy md twong duong (trén 200 may chu).
thong tin
Kinh nghiém | Nha thau phai c6 kinh nghiém trién khai dich vu dnh gia an toan
4. | danh gia an toan | thong tin, kiém thir xAm nhép cho khach hang co quy md tuong
thong tin duong hodc cac hé théng thong tin cé tinh chét turong tur.
Ning luc déi ngii | Nha thiu di ting phat hién hon 20 156 hong duge dinh danh CVE
5. | k¥ thuat trong 03 ndm gan day (2023 - 2025), trong d6 phai co it nhit 05 CVE
phat hién co diém CVSS tir 9.0 tré 1én.
¢ | Chimg chi, chimg | Nha thiu ¢6 chimg nhan CREST tdi thiéu tir Pathway+ va con hiéu
" | nhén dich vu luc.
7 Chung nhéan ky su Nha thau c6 téi thiéu 05 k¥ su dugc cdng nhén chung chi k¥ su cép
" | cap khu vuc khu vue.
B. YEU CAU VE NHAN SU'CHU CHOT
A A A ~ A . A A A -
STT | Vi tri/ Vai tro Yéu cau ve trl{lal'l do va kinh | Yéu ciu ve chiing S6 lwong
nghi¢ém chi *
1 Trudng du an - Trinh dd: T6t nghiép Pai hoc | Co dong thoi céc 1 nhan sy
tror 1én thudc cac chuyén nganh: | ching chi:
Cong nghé thong tin, Dién tir | - CISSP (Certified
Vién thong, An toan thong tin, Information Systems
Hé thong théng tin, Khoa hoc | Security
mdy tinh hodc cac chuyén | Professional)
nganh c6 lién quan. - CCSP (Certified
- Kinh nghiém: Téi thiéu 5 nam | Cloud Security
kinh nghiém ké tr ngay tot | Professional)
nghiép Pai hoc trong linh vuc




Yéu cau vé trinh d¢ va kinh

~ A A -
Yéu cau ve chirng

may tinh hodc céc chuyén
nganh co lién quan.

- Kinh nghiém: T4i thiéu 5 ndm
kinh nghiém trién khai giai

- CCNP Security.

STT | Vitri/ Vai tro Reeom chi S6 lwong
Cong nghé thdng tin/ An toan
thong tin
2 Chuyén gia - Trinh dd: Tt nghiép Pai hoc | Co déng thoi cac 1 nhan su
phan tich an trd 1én thude céc chuyén nganh: | chimg chi:
ninh cép cao Cong ngh¢ thong tin, Pién tu | - CySA+ (CompTIA
(Senior Security | Vién thong, An toan théng tin, | Cybersecurity
Analyst / Tier 2 | Hé théng thong tin, Khoa hoc | Analyst)
Lead) may tinh hodc cac chuyén | - CEH (Certified
nganh co6 lién quan. Ethical Hacker).
- Kinh nghiém: Téi thiéu 5 nim
kinh nghiém ké tir ngay tdt
nghiép Pai hoc trong nganh An
toan thong tin.
3 Chuyén gia tmg | - Trinh d¢: Tét nghiép Pai hoc | Co dong thoi cac | nhan sy
ctru sur b va trd 1én thude céc chuyén nganh: | ching chi:
diéu tra s6 Cong nghé théng tin, Dién tir
(Incident Vién thong, An toan thong tin, | - CHFI (Computer
Responder / Hé théng thong tin, Khoa hoc | Hacking Forensic
Forensic Lead) | mdy tinh hodc cac chuyén | Investigator)
nganh co lién quan. - ECIH (EC-Council
- Kinh nghiém: Téi thiéu 5 ndm | Certified Incident
kinh nghiém ké tir ngay tbt | Handler)
nghiép Pai hoc trong linh vuc
An toan thong tin.
4 Chuyén gia sin | - Trinh dd: T6t nghiép Pai hoc | C6 dong thoi cac 1 nhén su
ling mdi de doa | tré 1én thude cac chuyén nganh: | chimg chi:
va tin cong Cong nghé théng tin, Pién tu | - CEH (Certified
(Threat Hunter / | Vién thong, An toan thong tin, | Ethical Hacker).
Tier 3) H¢ thong thong tin, Khoa hoc | - ECSA (EC-Council
mdy tinh hodc céac chuyén | Certified Security
nganh co lién quan. Analyst)
- Kinh nghiém: Tdi thiéu 5 nam | - LPT Master
kinh nghiém ké tir ngay tdt | (Licensed Penetration
nghiép Pai hoc. Tester - Master)
- Ghi nhdn tim ra it nhit 1 CVE | - GXPN (GIAC
dugc cong bd trén cac san | Exploit Researcher
phém nhu Microsoft, Oracle, | and Advanced
SAP. Penetration Tester)
- eCTHP (Certified
Threat Hunting
Professional).
5 Chuyén gia bao | - Trinh do: Tét nghiép Pai hoc | C6 dong thoi cac 1 nhan sy
mat ha ting va | trd 1én thudc cac chuyén nganh: | ching chi:
tich hop Cong nghé thong tin, Pién tir | - CCIE Security
(Infrastructure | Vién thong, An toan thong tin, | (Cisco Certified
Security Lead) | Hé thong théng tin, Khoa hoc | Internetwork Expert)




STT

Vi tri / Vai tro

Yéu cdu veé trinh d9 va kinh
nghiéem

~ A A r
Yéu cau ve chirng
chi

S6 lwgng

phép bao mat ké tir ngay tot
nghiép Pai hoc

Doi ngil gidm
sét ATTT

- Trinh d6: TGt nghiép Dai hoc
tro 1én thudc cac chuyén nganh:
Cong nghé thong tin, Dién tu
Vién théng, An toan thong tin,
Hé théng thong tin, Khoa hoc
may tinh hodc cédc chuyén
nganh co lién quan. .

- Kinh nghiém: T61 thiéu 01
nam kinh nghiém trién khai gii
phép bao mat ké tir ngay tot
nghiép Pai hoc

8 nhéan su

Trudng nhom
trién khai kiém
thir xdm nhép
lién tuc

- Trinh d9: Tt nghiép Pai hoc
tré 1én thudc cac chuyén nganh:
Cong nghé thong tin, Dién tu
Vién thong, An toan thong tin,
Hé thdng thong tin, Khoa hoc
mdy tinh hodc cac chuyén
nganh co6 lién quan.

- Kinh nghiém: Téi thiéu 5 nim
kinh nghiém trong linh vuc
Cong nghé thong tin/ An toan
thong tin.

- Chuyén mon: da ting phat
hién 16 héng zero-day trén san
phim cua cic td chiic uy tin
nhu Microsoft, Oracle, ... va
dugc cong nhan.

C6 dong thoi cac
chirng chi:
- OSCP (Offensive

Security Certified
Professional)

- OSCE (Offensive
Security Certified
Expert)

- CPSA (CREST
Pratitioner Security
Analyst)

1 nhén su

D6i ngil trién
khai kiém thr
xam nhap lién
tuc

- Trinh d6: Tét nghiép Dai hoc
trg 1én thude cac chuyén nganh:
Cong ngh¢ thong tin, Dién tu
Vién thong, An toan thong tin,
Hé thdng thong tin, Khoa hoc
may tinh hodc ciac chuyén
nganh co lién quan.

- Kinh nghiém: Téi thiéu 1 nim
kinh nghiém ké tir ngdy tot
nghi¢p Pai hoc trong linh vuc
Cong nghé thong tin/ An toan
thong tin.

C6 t6i thiéu 1 trong
cac chung chi:

- CEH (Certified
Ethical Hacker)

-eWPTX (eXtreme
Web Application
Penetration Tester)

- eMAPT (Mobile
Application
Penetration Tester)
- GWAPT (GIAC

Web Application
Penetration Tester)

- CRTA (Red Team
Analyst)

8 nhan su




PHAN I: YEU CAU KY THUAT: DICH VU GIAM SAT AN TOAN THONG
TIN (SOC)

I. YEU CAU VE NEN TANG CONG NGHE (SOC PLATFORM)
1. Yéu chu vé thanh phén cdng nghé va ban quyén sin phim
-Nha th:?lu cung caflp ban quyén cong nghé, nén tang Trung tdm diéu hanh an ninh
E‘l:lgg hgp nhat cc nguon dit li€u hién c6 (license khong phu thudc vao df 16n dix
- Thanh phin céng nghé cung cip trong géi thau:
o Thanh phin SIEM/SOAR
Thanh phin SIRP
Thanh phin NSM
Thanh phén Threat Intelligence
Thanh phin ASM
Thanh phén Trg 1y 40 ATTT (AI Assistant)
Thanh phin Dashboard
Thanh phin FIM
Thanh phén Vulnerability Management
o Thanh phén Threat Hunting

2. Yéu ciu nén tang trung tim diéu hanh an ninh mang (SOC Platform)

0O 0O 0 0 0O O o o

2.1. Yéu chu Dashboard ciia nén tang trung tim diéu hanh

« Cung cip Dashboard cép nhét tirc thoi cac vn dé an toan thong tin cia t§ chirc,
phén nhém cénh béo theo MITRE va kém céc 16p d6i twgng quan trong ciia hé théng
nhu: Network Database, Application, Host. Dashboard c6 img dung tri tué nhéan tao tich

hop s&n trong 15i phin mém.

« Dashboard c6 t6i thiéu céc tinh ning nhw: tin tirc an toan théng tin, quan 1y s6
lugng EPS, quan 1y tai san, trang thai online/offline cua cac nguon logs, thong tin 16
héng bao mit, trang thai va két qua xir Iy cic su co d3 duoc ghi nhan, xuét bao cdo tirc
thoi trén cing 01 nén ting g dung. Cung cép t6i thiéu cac Dashboard Gidm st trén

cang 1 Portal duy nhit:
-Béo céo tdng quan vé canh béo ting véi 04 16p d4 néu, cb 4p dung khung MITRE
-Truy vAn, tim kiém, cung cdp thong tin tinh béo
-Dashboard quén 1y va thong ké Event, Alert, Case, Abnormal Case, Incident
~Quan 1y Agent on/off, théng ké su kién theo thoi gian (EPS)
~Quan 1y 15 hdng bio mat

-Dashboard vé Threat Intelhgence (bao gom céc tai khoan 19 lot, thong tin vé cac
chién dich tin céng méi xudt hién va cac 16 hong bao mét c6 lién quan dén Bao Minh)
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-Cho phep thong ké cac médi de doa, canh bdo an toan thong tin trén giao dién i)
hoa duy nhét lién két thong tin ngudn tir cac san phim TI, SIEM, WAF, API, DDOS.

-H4 trg tinh ning ChatBot tich hop Al

2.2. Tinh niing quan Iy nhit ky va cinh bio vi pham ATTT

-Tich hop khong gi6i han cac sy kién, canh béo, tii sin ciing nhu tuy chinh loc

- Parsing va chuén hoa cic sy kién

-Luu gii nhat ky cho phép mé rong quy md va dé dang thich éng véi Big data

-Twong quan sy kién dya trén KillChain va I0C

- Phat hién va canh béo cic hoat dong ddc hai hodc nhitng rii ro bio mit theo thoi
gian thyc

~Dashboard va céc biéu dd cho giam st an toan thdng tin theo thai gian thyc

-Quan 1y va xir Iy su cb, s kién bao mit

-Tich hop API d& twong tc hai chiéu gifta céc hé thong bao mat

-Quy trinh tur ddng ho phan hdi bio mét va playbooks

~Quén 1y va ra soat 16 héng bio mét

2.3. Yéu ciu vé ning lyc xi Iy dir liéu 16m

-Hé théng phai dam bao niing lyc thu thap va xir 1y log trung binh dat 4.500 EPS

(Events Per Second) va c6 kha nédng chju tai 4ot bién (Peak) lén dén 30% ma khong 1am
mét log hay gian doan dich vu.

-H3 trg mb hinh trién khai linh hoat (On-premise, Cloud hogc Hybrid). Uu tién
gidi phap cho phep m& rong dung hegng luu triv (Scale-out) va néng lyc xir ly béng cach
bd sung phin cimg hoic node xir Iy ma khong yéu cau thay thé toan bd phén ctng/kién
tric hién tai.

-H3 tro ciu hinh High Availability (HA) va co ché hru trir dy phong. Hé théng
phai c6 co ché nén log thé (Raw log) dé t6i vu hoa chi phl luu trit cho don vi, ddm bao
tudn tha thoi gian huu tri tbi thiu 03 thang tryc tuyén va kha ning mé& rong luu trir dai
han.

-Hg théng khéng glO’l han ning Iyc xir Iy dir liéu (Event Per Second) hodc kha
niing xr 1y nhat ky hing ngiy (Log per Day).
2.4.Kha niing thu thap va tich hop dit li¢u

-H¢ théng phai ho trg thu thip log tir da dang ngudn bao gdm hé diéu hanh
(Windows, Linux), thiét bi mang, bao mat va ung dung.

-Hé théng phal c6 sin cac bd két ndi (Connectors) dé tich hop sdu voi cac giai
phép bao mat hién c6 tai Bénh vién ma khong phat sinh chi phi phat trién thém.

-Ho trg két ndi qua API native dé thu thap va phan tich log hanh vi ngudi dung
trén nén tang Microsoft Office 365 (Exchange, SharePoint, OneDrive) cho t6i thiéu
3.500 nguoi dung.
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-C6 kha néng ty dong nhén dién, phén tach (parsing) va chuin héa céc dinh dang
log thé vé mot dinh dang chuén théng nhét. H3 trg tinh ning 1dm m& (masking) dé che
giau dit liéu nhay cam trong log.

2.5.Kha ning phin tich, phat hién va trg ly thong minh

-Hé thong hd trg phan tich twong quan thdi gian thuc (Real-time Correlation) véi
b6 luat mAu t5i thidu 1000+ rules bao phi khung MITRE ATT&CK.

-H3 tro kha ning phan tich hanh vi ngu'orl ding va thuc thé (UEBA) d& phat hién
cac bit thuong nhur déing nhap vao khung gid la, truy cap dir lidu nhay cam trai phép .

-Hé théng tich L hop cong nghq: Trg 1y 4o AI (Al Assistant) sit dung Xir 1y ngon ngu
tu nhién (NLP) dé h trg. d6i ngii vén hanh. Trg 1y 4o nay phai hd trg tuong tac, truy van
(Query) va giai thich ni dung sy co, khuyén nghi xir Iy hoan toan bing Tiéng Viét dé
dam bao tdc d6 phan g nhanh nhét cho d6i ngii tryc vén hanh tai Viét Nam.

2.6. Tich hop tinh bio méi de doa va quén ly 15 héng

-Hé théng phai tich hop sin nguon dir liéu Tinh bio mbi _de doa (Threat
Intelligence) dugc cip nhat lién tuc. Ngudn dit lidu tinh bao phai bao gdm cac chi sb tin
cong (I0C) dac thu.

-Hé théng SIEM phai c6 kha ning hién thi Dashboard quan 1y 13 hdng bao mat
(Vulnerability Management) ngay trén cing mét giao dién giam sat, cho phep tuorng
quan tryc tiép gitra su kién tAn cong va 16 hdng tdn tai trén tai san dé danh gia i ro

chinh xac.
2.7.Kha niing ty dong héa va hop nhit nén ting

- Tinh néng Piéu phédi, Ty dong hoéa va Phén 1 tmg (SOAR) phai dugc tich hop sin
trén cung mdt nén tang quén tri (Unified Dashboard).

-Cung cép sin thu vién cic kich ban phan tmg ty d6ng (Playbooks) cho céc su cb
phd bién va cho phép tiry chinh quy trinh xi 1y truc quan.

-Tinh ning SOAR h3 trg t6i thiéu 30 users truy cép hé théng, hd tro khong gidi
han kich ban c6 thé xay dung.

2.8. Tinh néng bao cao

-Hé¢ théng cho phép xuét béo céo dinh ky tw dong theo mAu tiry chinh, hd trg diy
du font chir va dinh dang Tiéng Viét.

3. Yéu chu vé thanh phén tw dong héa quy trinh xir Iy - SOAR

3.1. Kha niing tich hgp va hop nhét nén ting

-Hé théng phai cung cap kha ning diéu phdi va tw dong héa quy trinh xir 1y sy cb
an toan théng tin, tich hop lién mach véi cic cong cu bao mat hién c6 cia Bénh vién
(Firewall, EDR, Active Directory, Email Gateway).

~Tinh ning SOAR phai 12 mot thanh phén dugc tich hgp sin trén cling mot nén
tang quan tri (Unified Platform).

- Cung cip mic dinh céc playbook tw dong hoéd bao mét

-Tich hop da dang céc cong cu bao mat va CNTT nhu SIEM, tuong lira, thiét b
mang, nén tang threat intelligence (thng tin mdi de doa an toan thong tin)
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-Két hop céc quy trinh bao mat va quy trinh lam viéc béng céch két ndi cic cong
cu va hé thong khac nhau

-H¢ thong phai tuong thich hoan toan véi cac giai phap Endpoint Security hién
hiru tai don vi @& thyuc thi cic 1énh ngin chin (nhw 6 ldp may) ngay 1ép tirc

3.2.Kha ning ty dong héa va quan ly kich ban (Playbooks)

-Cung cip thu vién kich ban phéan ung (Playbooks) miu da dang cho cac loai sy
cb phd bién nhu: Phishing Email, Ransomware, Brute-force, Lay nhiém ma ddc.

-H3 trg giao dién thiét ké kich ban truc quan (Visual Playbook Editor) dang kéo-
tha (Drag & Drop), cho phép d6i ngii van hanh tiy chinh quy trinh xir ly (Workflow)
ma khéng yéu cu k§ ning lap trinh chuyén séu (Low-code/No-code).

-H& tro co ché Human-in-the-loop, cho phép thiét 14p cac diém kiém soat dé quan
tri vién phé duyét thi cong trudc khi hé théng thuc thi cic hanh déng c6 tinh rui ro cao
(nhu chiin IP trén Firewall Core, khoa tai khoan).

3.3. Tich hop trg Iy thong minh va lam gidu dir li¢u

-H¢ théng c6 khd néng tu dong thuc hién 1am giau dit li¢u (Enrlchment) béng cach
truy vin céc ngudn Tinh bao méi de doa (Threat Intelligence) dé x4c minh mvc d6 uy
tin cta IP, Domain, Hash file ngay khi cdnh bao xuét hién.

- Tich hgp cong nghé Tro 1y 40 AI (Al Assistant) c6 kha ning tw dong phén tich
ngit cdnh su c6 va dé xuét kich ban phan tmg (Playbook) phti hop nhit.

3.4. Quin ly vong doi sw ¢ va bao cdo hi¢u qua

~Cung cip giao dién quan 1y su cb tap trung (Incident Management), cho phép
theo d&i toan b vong doi xir 1y tir luc phat hién, gén ticket, thyc thi playbook dén khi
dong su cb.

-C6 kha ning tu déng do ludng va bio céo tryc quan céc chi s6 hiéu ning cua
trung tim SOC nhu: Thoi gian trung binh dé phat hien (MTTD), Thoi gian diéu tra
(MTTI) va Thai gian trung binh dé phan hdi (MTTR) ngay trén Dashboard.

-H3 tro tich hop véi cac hé théng giri thong béo (Notification) phé bién nhu Email,
Microsoft Teams, Telegram dé canh béo tirc thoi cho ddi ngd truc ban 24/7.

4. Tinh bdo moéi de doa
4.1.Ngudn dir liéu va pham vi thu thip

-Hé théng phal cung cap co s& dit liéu tri thirc vé cac mbi de doa ATTT duoge cép
nhat lién tuc tir toi thiéu 60+ ngudn uy tin trén thé gidi va trong nudc.

-Nha thdu phai cung cép ngudn dit liéu tinh béo djc thu tai thi truorng Viét Nam,
bao gom kha néng thu thap thong tin tir hacker trong ndc dé phat hién sém céc chién
dich tin cong nhim vao t8 chirc Y té tai Viét Nam.

-Cung cép khé ning gidm sat va thu thap dit liéu tir cac nguon Darkweb, Deepweb,
cho den mua béan dit liéu dé phat hién cic théng tin nhay cam bj ro ri (Leaked Data).

4.2.Quan Iy bé miit tn cong (Attack Surface Management - ASM)

-Dich vu phal bao gdm tinh nang Quén 1y bé mit tin cong (ASM) duogc tich hop
sén trén cung nén tang Tinh bdo mdi de doa. Tinh nidng nay cho phép tu dong ra quét
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dinh ky céac tai san sb cong khai (IP Public, Domain, Sub- domam) ctia Bénh vién dé
phat hién céc rai ro nhu: Port nhay cam bi mé, Dich vy tbn tai 16 hong (CVE) chua v4,
hoiic Chimg chi s6 hét han.

4.3.Kha niing tich hgp va lam giau dit liéu tw djng

-H¢ théng Threat Intelligence phai c6 kha ning tich hop hai chiéu (Bi-directional)
véi hé thong SIEM va SOAR ctia Bénh vién thong qua API @€ thuc hién ty déng lam
giau dir li¢u (Auto-Enrichment) cho cac canh bao.

-Ty dong ddi chiéu cc treong théng tin trong log (IP, Domain, Hash, URL) véi
co s& dir liéu Threat Intelligence theo thdi gian thyc dé phat hién cac két ni dén may
chi diéu khién (C&C), botnet hoic ma ddc d3 biét ma khong cén thao tic thi cong .

-Hd trg cac chuin chia sé dit liéu nguy co phd bién nhu STIX/TAXII va OpenlOC
dé d& dang ddng bd véi cac thiét bj bao mat khac (Firewall, EDR).

4.4. Clng thong tin tra ctru va quén ly

-Cung cép cong thong tin (Portal) cho phép quan trj vién tra ctru (Lookup/Search)
khéng gidi han cac chi so tAn cong (I0C) bao gom: IP, Domain, URL, File Hash va
thong tin chi tiét vé cac nhém tén céng APT.

-H& trg API véi niing luc truy vén cao (tbi thleu 2.000 query/gi®) d& dam bao kha
ning d4p tmg cho cic hé théng an ninh khéc truy xuét lién tyc.

5. Thanh phin Network Security Monitoring (NSM)
5.1.Kha néng thu thap va phan tich lwru lwrgng mang

-Hé thong phéi c6 khé néng gidm sat luu lugng mang theo thoi gian thuc théng
qua co ché Out-of-band (nhan dit ligu tir SPAN/Mirror Port) dé dam bao khéng géy anh
hudng dén hiéu ning van hanh cia hé théng mang Bénh vién.

-Hb tro giai mé va phén tich cac glao thirc mang pho bién dé phat hién céc hanh
vi bét thudng, bao gdbm nhung khong gi6i han & 16p 3 dén 16p 7 ciia md hinh OSI

5.2.Kha ning phat hi¢n tin cong ning cao

-H¢ thong phai dugc trang bi cac ludt (Rules) va chit ky (Signatures) dé phat hién
cac cudc tAn cong mang d3 biét, tin cong khai thac 15 héng (Exploits) va cac hanh vi vi
pham chinh sach an ninh.

-Cung cép kha ning phét hién sém cic ddu higu cia tin cong c6 chu dich (APT)
va mi dfc 4n minh trong mang thdng qua viéc nhén dién cac két n6i dén may chu diéu
khién (C&C Communication), cic dich vu bét thuong hodc hanh vi truyén tai dit liéu
nhay cam ra ngoai (Data Exfiltration).

-Tich hop co ché phat hién dya trén hanh vi (Behavior-based) dé nhan dién céc
bét thuong vé luvu lugng (Traffic Anomaly) ma cac gidi phap dua trén chir ky truyén
théng c6 thé bd qua.

5.3.HJ trg siin ling mbi de doa (Network Threat Hunting)

-H¢ théng phai cung cAp cong cy tim kiém manh m& cho phép ddi ngii vén hanh
thyc hién San ling mo6i de doa (Threat Hunting) tryc t1ep trén dit liéu mang. Yéu ciu hd
trg truy van sdu vao siéu dir liéu (Metadata) cta céc giao thirc quan trong nhu: SMB
(phat hién 13y lan ngang hang), HTTP/DNS (phat hi¢n C&C), va SSH.
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. -Hb trog tinh nang ra quét va phat hién cac tap tin nhay cam hodc ddc hai dugc
truyén tii trong luéng mang (File Transfer scanning).
5.4. Kha niing tich hop va quén tri tap trung

-Giai phap NSM phai c6 kha nidng quan tri tip trung va tich hop hai chidu véi hé
thong SIEM, SOAR va Threat Intelhgence cta Bénh vién. Cho phép ty dong gu1 canh
béo vé& SIEM dé trong quan dir liéu va nhén céc chi sb tin céng (I0C) méi nhit tir
Threat Intelligence dé cap nhat kha ning phat hién.

-H} trg trich xuat bing chimg mang (Network Evidence) nhanh chéng dé dinh
kém vao ho so sy cb (Incident Ticket), gitip rat ngan thoi gian didu tra cho d6i ngii Ung
ctru sy cb (Tier 3).

6. Thanh phén quan Iy sy cé tip trung (Incident Response Platform)
6.1. Quain ly vong doi sw ¢d va quy trinh chuin héa

-H¢ thong phai cung cAp mot glao dién 1am viéc tap trung dé quan 1y toan bd vong
ddi ciia su cb an toan théng tin, tir giai doan phat hién (Detection), phén tich (Analysis),
ngin chin (Containment), loai bo (Eradication) dén phuc hdi (Recovery) va bai hoc kinh
nghiém (Post-incident) .

-Yé&u ciu hd trg xay dyng va ty blen quy trinh phan Ung sy cb (Workflow) linh
hoat, tuin thu cic framework chudn quéc té nhu NIST SP 800-61 dé dm bao tinh
chuyén nghiép va nhit quan trong xir 1y.

-H0 tro  phan loai sy cb theo mirc d6 nghiém trong (Cntlcal High, Medium, Low)
va loai hinh t4n cong (Phishing, Malware, DDoS...) dé tr dong gan quy trinh xtr Iy (SLA)

phu hgp

6.2. Kha ning cong tic va diéu phoi

-Cung cip mdi trudng cong téc thoi gian thyc cho déi ngii SOC (Tier 1, Tier 2,
Tier 3), cho phép phén cong nhiém vy (Task assignment), ghi cha (Note), va chla sé dir
lidu diéu tra ngay trén timg hd so su cb (Case) .

) ~Nén tang SIRP phai duge tich hop sin trén cing mdt giao dién quén tri v6i hé
thong SIEM va SOAR (Unified Platform).

~Hé théng phai hé trg tich hop véi cac kénh lién lac nhu Email, Ticket Portal dé
tir 4ong cdp nhiat trang thai xtt 1y cho céc bén lién quan tai Bénh vién.

6.3. Tich hop tri tué nhéin tao va tw dong héa
-Tich hop céng nghé Tro 1y 4o Al (AI Assistant) hd trg quy trinh tmg ctru:

+Tu dong tom tit dién bién sy cb (Incident Timeline) tir hang loat log k§ thuét
phirc tap thinh ngén ngit tw nhién dé hiéu.

) +HS trg soan thao bao cao sy cb (Incident Report) va khuyén nghi khic phuc bang
Tiéng Viét, gitip gidm thi€u thoi gian 1am bao céo thi cong cho dgi ngili k¥ thuat.
-Ty dong 1am gidu dit ligu sy cb (Auto-enrichment) bing céch két ndi v6i Threat
Intelligence d¢ lay thong tin v€ uy tin cua IP, File Hash, Domain lién quan, giip chuyén
gia phén tich ra quyét dinh nhanh chéng.

6.4. Quan ly tuin thd
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-H3 trg theo ddi va canh bao ty dong vé thoi han cam két chét luong dich vu (SLA)
cho tirng giai doan xir 1y d€ dadm béo tuén thi cam két v4i Bénh vién .

-Cung cép Dashboard bao cao hiéu néng van hanh SOC truc quan, bao gbm céac
chi s6 KPI/SLA quan trong nhu: S6 luong sy cb theo loai, Thoi gian trung binh phat
hién (MTTD), Thoi gian trung binh diéu tra (MTTI), Thoi gian trung binh xir 1y
(MTTR).

7. Thanh phin quén ly 15 héng bio mat (Vulnerability Management)
7.1.Kha niing tich hop va quan Iy tip trung trén nén tang SOC

-Hé théng quan 1y 16 hong phai dugc tich hop sin hoic cé kha ning két ndi dir
liéu lién mach vao nén ting gidm sat an ninh chung (Unified Dashboard).

-Két qua ra quét khong chi duoc xuét duéi dang bao céo file (PDF/Excel) ma phai
dugc hién thj tryc quan (Vlsuahze) ngay trén Dashboard cua hé théng SOC theo thoi
gian thuc. Dashboard ndy cin cung cép cai nhin tén quan vé Swrc khoe tai san (Asset
Health), cho phép quéin tri vién xem dugc tdng s6 16 hong, muc d¢ nghi€m trong
(Critical/High/Medium) va xu huéng ting gidm theo thdi gian ngay khi ding nhip vao
hé théng gidm sat.

7.2.Kha ning twong quan dir liéu va dinh gia riii ro djng

-Hé théng phai c6 kha ning tr dong twong quan (Auto-Correlation) giita dit lidu
16 héng (Vulnerability Data) va dit liéu si kién an ninh (Security Events/Logs) tir SIEM.

-Hé thong pha1 1314 dong néng muc dj vu tlen ctia canh bao néu phét hién hanh vi
tAn cong nhim vao mét may chi/thiét bj dang tdn tai 15 héng bao mét chua dugc v4.

-Hb trg danh gia rii ro dua trén ngit canh tai san, cho phép dinh nghia mirc 49
quan trong ctia ting nhém thiét bj d wu tién ngudn luc khéc phuc.

7.3. Quy trinh quan Iy vong di 16 hong khép kin

-Dich vu phai cung cip quy trinh quan 1y 15 hdng toan dién theo chu trinh khép
kin: Phat hién (Discover) -> Phan loai (Prioritize) -> Dénh gié (Assess) -> Bdo cdo
(Report) -> Khac phuc (Remediate) -> Xé4c minh (Verify) .

-H3 trg tinh ning "Xac minh lai" (V enfy/Re-scan) Hé théng cho phép theo ddi

trang thai ciia timg 16 hdng (Open/Fixed) va hd trg thuc hién quet kiém tra lai ngay sau
khi d6i ngii CNTT théng béo d4 khéc phuc, ¢am bao 16 héng d dwgc xir 1y triét dé trudce

khi d6ng Ticket xir 1y.
7.4.Pham vi ra quét va co sé& dir li¢u tri thirc

-Nha thau phai cung cép ning luc va cong cu de thye hién ra quét dinh ky (hang
thang) hoic dot xudt cho toan bo pham vi ha ting CNTT bao gbém: May chu
(Windows/Linux), Thiét bi mang, Thiét bj bdo mit.

-Co s¢ dir liéu 16 héng (V ulnerability Database/CVE) phéi dugc cdp nhét lién tuc
va ty dong tir cac ngudn uy tin toan céu @& dam bao kha ning phét hién céc 16 héng méi

nhit ngay khi dugc cong bb.

7.5.B40 cdo0 va hd trg khic phuc

-Ty dong tao va giri bdo céo dinh ky théng ké chi tiét tinh hinh 15 héng bao mat
cua don vi.
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-Béo cdo va giao dién hé théng phai cung cip Khuyén nghi khic phuc
(Remediation Guidance) chi tiét cho timg 16 héng

8. Giai phap phat hién va phén ing trén diém diu cudi
8.1. Agent hop nhét

-Nha thiu phal cung cip Agent duy nhit c6 kha ning thuc hién dong thoi nhiéu
chirc ning trén may chi/may tram dé tdi wu hoa tai nguyén hé thong, bao gom:

+Thu thap nhit ky (Log Collection): Thu thap System logs, Application logs,
Security logs.

+Gidm sat hi¢u néng (System Metrics): Thu thdp thong tin vé CPU, RAM, Disk
J/O d hd trg chén doan sy c6 vén hanh.

+Béo vé an ninh (Security Protection): C6 kha néng phét hién va ngén chan ma
doc.

8.2. Kha ning truy véin siu thong tin hé théng

-Hé théng phai cung cép kha néng Truy vén trang thai hé théng theo thoi gian thyuc
(Real-time Query) trén toan bd cac diém cubi dugc cai dit Agent.

-Cho phép quén trj vién sir dung cu phap truy vén c6 cu trac (tu'orng tw SQL) dé
tim kiém thong tin chi tiét sau trong hé diéu hanh nhu: Danh séch tién trinh dang chay
(Running processes), Céc ket noi mang hién hoat (Actlve sockets), Cac khoéa Registry
cu thé, hodc Cac goi phin mém di cai dat. Tinh néng nay nham phuc vu hoat dong Sin
ling mai de doa (Threat Hunting) va Diéu tra sé (Forensic) tirc thi.

8.3. Quin ly tap trung va trién khai linh hoat

-Cung cip giao dién quéan 1y tap trung (Centralized Management Console) cho
phép xem trang thai (Health check) cua toan by cic Agent dang hoat dong.

-HBS trg co ché quan 1y chinh sach dong: Cho phep déy cu hinh, cap nhit chinh
sach thu thép dit liéu (Integration policies) hodc ning cap phién ban Agent hang loat tir
xa ma khong cén tai khdi dong may chu hodc can thiép vét 1y vao timg thiét bj.

8.4. Niing lwc phong vé va tich hop SIEM

-Agent phai c6 kha nang két ndi va gtri dit liéu truc tlep vé hé thong SIEM trung
tdm ctia Nha thiu théng qua cac giao thirc bao mét (TLS) ma khong cén qua qué nhiéu
ting trung gian phirc tap, ddm bao tinh todn ven va tbc d6 cna dir lidu log

9. Thanh phin Threat Hunting
9.1. Kién tric va kha ning trién khai linh hoat

-Hé¢ thong pha1 cung cip kha néng san lung m01 de doa trén dién rng thong qua
nén tang phin mém chuyén dung, hd trg m6 hinh trién khai linh hoat (Cloud-based hodc
On-premise).

-Cung cip giao dién quén trj tdp trung, thin thién, cho phép kich hoat cac tac vu
ra quét va thu thap két qua phan tich tir hang loat may cha vé mot Dashboard duy nhit.

9.2. Ning lwc phén tich sdu thanh phén h¢ théng
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-Hé théng phai c6 kha néng phén tich sdu vao cac thanh phin cbt 16i cua hé diéu
hanh Windows dé phat hién céc dau hi¢u x4m nhép tinh vi ma céc giadi phap diét virus
truyén théng thuong bo qua, bao gdm:

+Ra quét bd nhé (Memory Scanning): Phat hién cac mé dgc hoat dong trong bd
nh¢ (Fileless Malware), c4c tién trinh bj tiém ma (Process Injection) ma khong dé lai
déu vét trén dia cimg.

+Kiém tra ti khoi dong (Autoruns & Startup): Ra soét toan b cac diém khéi chay
cung hé thong (Registry Run keys, Startup folders, Services, Scheduled Tasks) dé phat
hién co ché duy tri su t6n tai (Persistence) ctia mé ddc.

+Phén tich tién trinh va dich vu: Ty dong phét hién céc tién trinh gia mao, dich vu
la hodic céc téc vy (Tasks) bt thudng dang chay ngim.

9.3. Phwong phap phat hién da chiéu

-Hé théng phai tich hop sén b luit YARA (YARA Rules) chuyen sdu, dugc cap
nhat lién tyc bdi d6i ngii chuyén gia cia nha cung cap dé 1a quét va dinh danh cac méu
ma ddc méi, cac bién thé Ransomware hoic céc cong cu tn cong APT dic thu.

-H3 trg phét hién dya trén bit thudng (Anomaly Detection) bang cach phén tich
siéu dir ligu (Metadata) cua tap tin, kiém tra tinh toan ven va cic diu hiéu dang ngo
trong thudc tinh file (nhwr thiéu théng tin nha phat hanh, thoi gian bién dich bat hop 1y).

-C6 kha niing xau chudi dit liéu tir Nhat ky sy kién (Windows Event Logs) vdi cac
d4u hiéu thu thap duogc trén dia/bd nhé dé tai dung lai hanh vi dang ngd cua d6i tugng.

9.4, Tich hgp d4nh gi4 16 héng va tuan thi

-Nén tang Threat Hunting phai tich hop san kha niing kiém tra tinh trang bao mét
ctia may chi ngay trong qua trinh sin ling, bao gdm:

+Ty dong kiém ké phan mém cai dit va dm chleu phién ban vdi co s dir liéu 16
héng (nhu Exploit-DB) @& canh b4o cic phin mém tdn tai 16 héng di cong bb.

+Ty dong kiém tra cau hinh chinh sach nh6m (GPO) cua may chu va so sanh voi
céc tiéu chuan an ninh qudc té (nhu CIS Benchmarks) dé phat hién cic ciu hinh yéu
kém c6 thé bj khai théc..

9.5. Tich hgp tinh bio mdi de doa
-Hé théng phai tu dong dbi chiéu cac Bam tép tin (File Hash), IP két nbi va Tén
mién phat hién duqgc trén may chu véi co sor dir liéu Tinh bao mdi de doa (Threat

Intelligence) tir nguon uy tin toan ciu va ngudn dit lidu chi s6 tAn cong (I0C) ndi bd dic
tht cia nha cung cip (dugc thu thdp tr cic dy an giam sat tai Vi¢t Nam).

—Ung dung Hoc may (Machine Learmng) dé hd trg phén loai va nhén di¢én ma doc
chua biét (Unknown threats) dya trén hanh vi va dic diém k§ thuit.

10. Thanh phén gidm sat tinh toan ven ctia tép tin (FIM)

-Giai phap FIM phai dugc cung cép du6i dang mét mo-dun hoc tinh néng kich
hoat trén ciing mdt Agent Giam sat duy nhat.

-Agent phai hd trg da nén tang hé didu hanh bao gdm Windows, macOS va cic
béan phén ph01 Linux phé bién (CentOS, RHEL, Ubuntu, Debian, SUSE) véi cing mét
co ché quan 1y cAu hinh.
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-H¢ thong phéi cung cap kha néng giam sat thoi glan thuc (Real-time) dbi véi cac
su kién thay ddi trén hé théng tap tin, bao gom: Tao mdi (Created), Cap nhét ni dung
(Updated), X6a (Deleted) va Di chuyen/Dm tén (Moved/Renamed).

-Yéu ciu bt budc d6i v6i méi trudng Windows: Ngoai hé théng tap tin, giai phép
phai c6 kha néing giam sat sy toan ven ciia Windows Registry. Cho phép dinh nghia cac
khoa Registry nhay cam (nhu Run keys, Service configurations) d€ phét hién kip thoi
cac ki thuét duy tri sy tdn tai (Persistence) cia m& ddc hogc hanh vi thay dbi cdu hinh
an ninh trai phép.

-HJ trg giam sat cic duong din (Paths) cu thé, gidm sat dé quy (Recursive
monitoring) thu muc con, va hd trg st dung ky tw dai di¢n (Wildcards) dé céu hinh chinh
séch linh hoat.

-Kha ning phét hién thay dbi khong chi dua trén ndi dung tép tin ma con dya trén
siéu dit liéu (Metadata), bao gom:

+Ma bam (File Hashing): H6 trg ddng thoi cac thudt todn bim manh nhu MDS,
SHA-1, SHA-256 @€ xé4c minh tinh todn ven ndi dung.

+Thudc tinh tép (Attrlbutes) Giam sét thay 601 vé kich thudc tép, thoi gian truy
cip/chinh stra (Timestamps), va cac thugc tinh hé théng.

+Quyén truy cip (Penmssmns & Ownership): Gidm sat thay d6i vé chu s& hiru
(User/Group ownership) va quyén truy cép tép.

-Dit liéu sy kién FIM phai bao ggm théng tin ngit canh vé tién trinh (Process) va
ngudi dung (User) da thuc hién thay doi.

-Dit ligu canh bao FIM phai dugc chuin héa va giri truc tiép vé hé théng SIEM
trung tdm d€ luu trit va phan tich twong quan.

~HA trg chu hinh danh séach loai trir (Exclusmns) manh mé de loai bo nhiéu tir cac

tép tin thudng xuyén thay dbi (nhu tép log, tép tam) giup giam thidu canh béo gia (False
Positives) cho d6i ngii van hanh.

11. Thanh phin trg Iy 40 AT (AI Assistant)

-Hé théng phai tich hgp Trg 1y 4o chuyén dung cho an toan thdng tin, sir dyng
cong nghe Xir 1y ngdn ngit tr nhién (NLP) hogc Al tao sinh (Generative Al) dé trong
tdc v4i ngudi quan tri .

~Trg 1y 40 phai h3 tro twong téc hai chidu hoan toan béng Tiéng Viét. Cu thé:
+Cho phép ngudi dung dét cu hoi truy van dif liéu hodc yéu cau thyc hién téc vy
béng ngdn ngit ty nhién Tiéng Viét.
_ +Céc cau tra 10i, gidi thich m3 15i, tom tit sy cb va khuyén nghj xir ly phai dugc
hién thi bang Tieng Viét.
-Trg 1y AI c6 kha néng ty dong phan tich cac canh bao dén tir SIEM, danh gi4 lai

mtc d nghiém trong dya trén bbi canh thyc té cia ha tAng Bénh vién va thong tin Tinh
bao mbi de doa (Threat Intelligence), tir 6 d& xuit mirc d6 wu tién xir 1y (Priority).

- Cung cip hudng din xir Iy theo ngit canh (Contextual Guidance): Khi nguoi dung
chon mét canh bao cu thé, Al phai ty dong dé xudt cac budc xir Iy tiép theo hoic goi ¥
Kich ban phan g (Playbook) phu hgp nhét dua trén loai hinh tin cong dang dién ra.
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-Trg 1y Al phai c6 khé nang ty dong chuyén d8i cau hoi ngdn ngit t nhién thanh
céc cau lénh truy vin k§ thudt (Query Syntax) chinh x4c dé chay trén hé théng SIEM.

-H3 trg cung cip céc gia thuyét (Hypotheses) va danh séach kiém tra (Checkhst)
dé dinh hudng cho hoat dong San lung moi de doa chi dong (Threat Hunting), gitip phat
hién cac tin c6ng lan tranh.

-H3 trg tom tit tyr dong dién bién su. ) (Incident Timeline) tir hang loat log thanh
mdt doan vin ban tém tit ngin gon, d& hiéu dé phyc vu bo c4o nhanh cho Lanh dao.

-H3 trg soan thio dy thio Bao céo su c¢b (Incident Report) va Ghi cha ban giao ca
truc (Shift Handover) dua trén dit liéu hé théng.

_ -C6 khé ning phan tich dif liéu van hanh dé dua ra c4c khuyén nghij t5i uu héa hé
thong

- Ty d6ng x4c dinh cic su cb c6 nguy co vi pham cam két chét lugng dich vu (SLA)
II. YEU CAU VE PHAM VI DICH VU VA QUY TRINH VAN HANH

1. Pham vi cung cép

~-Giam s4t hé théng cong nghé théng tin ciia Chu diu tu gbm co:

-220 may chu

-10 thiét bi mang/bao mat

-Microsoft Office 365 cho 3500 ngudi ding

-TrendMicro Endpoint Security

2. Yéu chu vé trién khai hé théng SOC

2.1. Khdo sat hién trang

-Khao sét chi tiét dinh danh tai sin: Nha thiu phai thyc hién khao sat vat 1y va
logic d& xac dinh chinh x4c pham vi gidm sét, bao gdm: phién ban hé diéu hanh (OS
Version patching level), vai tro nghlf;p vu (Business Logic) cla timg may chi va moi
quan h¢ ludng dit liéu (Data Flow) giita c4c ving mang d& t5i wu héa viéc dit sensor
giam sat.

+Thu thip va phén loai tai khoan quan tri: Yéu cu thu thap va phén loai danh séch
tai khoan quan tri, thoi gian hoat dong va chu ky bao tri hé thdng dé thiét 1ap cac khung
thoi gian gidm sat (Monitoring Windows) va loai trir cdnh béo gid (Suppression rules)
chinh x4c ngay tir giai doan déu.

+Phuong 4n luu trit Log tily bién: D& xuét phuong thirc huu trit log phén ting

(Hot/Warm/Cold) cu thé cho timg loai dit liéu ctia Bénh vién. Thoi gian truy xuat log
(Query time) d6i véi dit liéu lu trit trén 03 thang ¢ dam bao hiéu ning diéu tra sb.

+Quy hoach Tai nguyén Tai chd (On-premise Resource): Tinh toan va yéu ciu
chinh xéac tai nguyén (CPU, RAM, Disk) dé trién khai céc thanh phin thu thap tai ha
tng khach hang, dim bao khong anh hudng dén hiéu ning hé théng bénh vién.

2.2. Thiét 1ap thanh phén ha ting gidm s4t
~Trién khai Collector Pa nhiém (Multi-function Collector):
+Yé&u chu trién khai hé thf)ng Collector dit tai ha tﬁng cua Bénh vién(On-premise).
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+Collector phai c6 kha nang thyc hién dong thoi céc chic nang: (1) Thu thap va
dém log (Bufferlng) dé chéng mét dit liéu khi mét két nbi, (2) Thuc hién chuin héa so
bd (Pre-parsing), va (3) Tich hop module quét 16 héng bao mat (Vulnerability Scanner)
dé thyc hién ra quét ndi bo.

-Thiét 1ap kenh két néi bao mat va riéng biét: Thiét 1ap kénh két ndi VPN Site-to-
Site hodc kénh truyén riéng (Leased line/TLS) danh riéng cho ludng dit liéu gidm sat.

-Cung cp Portal: Cép quyén truy cip vao Customer Portal va Dashboard giam
sat.

2.3. Tich hep va két ni ngudn dir lidu
-Trién khai Agent hop nhit (Unified Agent):
+Thuyc hién cai d3t Agent trén todn by may chi/VMs (Windows, Linux...).

+Agent phal c6 kha ning thu thép log hé théng, log tmg dung, gidm sat tinh toan
ven file (FIM) va c6 khé nang giao tlep/thu thép thong tin ngi¥ canh tir cc giéi phap
EDR hién c6 dé 1am giau dif liéu ngay tai diém cudi trudc khi giri vé Collector.

-Nha thiu phél tryc tiép thuc hién tinh chinh cAu hinh Audit Pohcy trén
Windows/Linux va ciu hinh trén thiét bj mang & dam béao thu thip ding cic truong
théng tin phyuc vu diéu tra (nhu Process ID, Parent Process, Command Line).

-Chuén héa va xir 1y 16i (Parsing & Error Handling):

+Thyc hién chuén héa log (Parsing) ngay tai Collector dé giam tai bang thong
duodng truyén.

+Y&u cu xay dung cic Parser tily chinh (Custom Parsers) cho céc ung dung dic
thu.

+Thiét 1ap quy trinh ty dong kiém tra va canh béo khi ngudn log bi mit két nbi
hoic thay d6i dinh dang

2.4. Xay dung ndi dung va Usecase giam sat

- X8y dung Dashboard chuyén biét: Thiét ké cac Dashboard gidm sat tity bién riéng
cho timg d6i tuong: Lénh dao Bénh vién (Téng quan KPI, Rii ro), Quén trj hé théng
(Trang thai Server, Két nbi mang) va Dgi ngii An toan thong tin (Chi tiét su kién, Threat
Map).

-Thiét 14p B6 luat (Rules) va Threat Hunting:

+Kich hoat va tinh chinh (Fine-tune) bg luat phat hién t4n cong theo khung MITRE
ATT&CK.

+Thiét 13p sén céc bd kich ban San lung mbi de doa (Threat Hunting queries) dinh
ky dé chi dong tim kiém céc déu hiéu tin cong (I0C).

-B4o cdo tuan thi1 va tiy bién:
+Thiét 14p hé thdng béo cdo dinh ky tw dong.
+M3u béo céo phai dugc tiry chinh theo nhu cdu ciia Bénh vién.
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-Luu trir phuc vu diéu tra s6: C4u hinh phén ving lwu trit log tép trung (Centralized
Log Management) v6i khé néng danh chi muc (Indexing) tbc d6 cao dé phuc vu truy
vén didu tra s6 (Forensic) tirc thi khi c6 su cd.

2.5. Yéu clu vé giim sat an toan thong tin 24/7

-Nha thau phai thyc hién dly du cac cdng viéc sau day theo ché d6 24/7/365 (bao
gbm ngay nghi, Lé, Tét) nhim dam bao hé thdng ciia Bénh vién luén dugc giam sat va

bao vé lién tuc.
2.6. Giam sat va sang loc su kién

-Tryuc giam séat 24x7: Nhan sy SOC phai thyc hién theo ddi lién tuc cac canh bao
trén Dashboard t3p trung. DPam bao moi canh bao mirc 36 Cao/Nghiém trong déu duoc
tiép nhén trong vong 15 phit.

-Tiép nhén va Phan loai cinh bio:

+Tiép nhan log vi canh bao tir toan bé pham vi gidm sat.

+Thyc hién theo quy trinh Playbook dé phén loai so bj: ~Télch big}t su cb thuc su
(True Positive) khoi cac canh béo gia (False Positive) hodc nhiéu hé thong (Noise).

-Théng bio su cb (Notlﬁcatlon) Gtri thong bao canh béo cho Khach hang qua
Email/Hotline theo dtng biéu miu va quy trinh di théng nhit.

2.7.Phén tich va diéu tra chuyén sau
~Phaén tich twong quan (Correlation Analysis):

+Khéng chi nhin vao mét canh bao don 1¢, Nha thdu phai thyc hién trong quan
chudi sy kién tir nhiéu ngudn (Vi du: Tuong quan gura canh bao Email Phishing trén
0365 -> Hanh vi téi file la trén may tram EDR -> Két ni C&C trén Firewall) d& v& lai
birc tranh toan canh cta cudc tin cong.

-Lam giau dir liéu va xac minh (Enrichment & Verification):
+Str dung nguén Threat Intelligence dé kiém tra uy tin cua cac IP, Domain, File
Hash nghi ngo.

+Loai b céc canh bao duong tinh gia (False Positive) phat sinh do cac hoat dong
nghiép vu hop 1§ ctia Bénh vién (nhu quét 16 hdng dinh ky, cap nhat phin mém).

-X4c djnh Pham vi anh huéng (Impact Assessment): Xéc dinh chinh xéc s6 lugng
may tram/mdy chu bj 4nh hudng, loai dir liéu c6 nguy co bi rd ri va mirc d6 tic dong
dén hoat dong kham chira bénh.

2.8. Siin ling Mobi de doa chii ddng (Proactive Threat Hunting)

-Sin Iung dinh ky (Scheduled Hunting):

+Thyc hién t6i thidu 01 dot sin ling/thang trén toan bd hé thdng (Network &
Endpoint).

+Nbi dung sin ling tip trung vao viéc tim kiém cac déu hiéu x4m nhép (IOCs)
tinh vi khéng kich hoat canh béo tw ddng, cic mi ddc nim ving, hodic cac hanh vi lam

dung cong cu quén trj.
-Sin lang theo Chién dich (Campaign-based Hunting):
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+Ngay khi c6 thong tin vé cac chién dich tdn céng mdi hoic 16 hong Zero-day
nhém vao nganh Y té, Nha thiu phai chi dong thyc hién ra soét trén hé thong Bénh vién
dé xé4c nhén an toan.

2.9.Phin tich mi ddc va ky thuat (Malware Analysis)

~Thu thdp méu va phan tich: Khi phét hién tép tin nghi ngd, Nha thiu phai tién
hanh thu thdp mau an toan va thyc hién phén tich:

+Phén tich Tinh (Static Analysis): Kiém tra m3 bam, chudi string, header cua file.

+Phén tich Dong (Dynamlc Analysis): Chay mau trong méi trudng Sandbox co
13p dé quan sat hanh vi két ndi mang, thay dbi registry/file system.

+Dich ngugc ma (Reverse Engineering): Yéu ciu bit budc dbi vdi cic sy cb
nghlem trong: Chuyén gia Tier 3 pha1 thyuc hién dich ngugce @& hidu 15 co ché hoat dong
ctia mi d6c nham dua ra phuong 4n g& bo triét daé

2.10. H tro xi Iy va khic phuc (Remediation Support)

-Khéi tao Ticket va Huéng din: Péi Vi cac sy cb thuc sy (True Positive), Nha
thiu phai khéi tao vé xir 1y (Ticket) va cung cip Hudng din khic phyc chi tiét (Step-by-
step Remediation Plan) bang Tiéng Viét.

-Phéi hop Ngin chin (Containment Coordination):
+H3 tro d6i ngii IT Bénh vién thyc hién ngin chin tir xa (Block IP, Isolate Host).

+C06 mit tryc tlep (Onsite Support): Cir chuyén gia den hién trudng trong vong 02
gior & hd trg xit Iy cac su c6 nghiém trong (Ransomware, tin cong pha hoai dit liéu).

2.11. Cong tic bao cdo va tinh chinh h¢ théng (Reporting & Tuning)
-Bdo cio Dinh ky (Monthly Reporting):

+Lap bdo cao thang bao gém: Théng ké tinh hinh an ninh, Phén tich xu huéng tin
cong, Két qua xir Iy sy ¢d va Pénh gia tuan thi SLA.

+Bdo céo phai c6 phin "Nhén dinh va Khuyén nghi ctia Chuyén gia" vé cac diém
yéu cin khic phuc trong hé théng.

-Tinh chinh Chinh sich (Policy Tuning):

+Dya trén dit liu giam sat, Nha thu phai lién tuc thyuc hién tinh chinh (Fine-tune)
cac tip luit (Rule Base) d€ giam thiéu canh bao gia.

+Dé xuit cac thay d6i ciu hinh (Configuration hardening) cho thiét bi mang/may
chu ciia Bénh vién d€ ning cao kha ning phong vé

3. Vai tro ciia cac nhén sw trong SOC

Mb hinh vén hanh SOC phai dugc td chirc theo chu triic phan tAng (Tiered
Structure) chuén quoc té, dam bao sy ph01 hop chit ch& gilta con ngudi, quy trinh va
cong nghé dé xir 1y cic su cb tir don gian dén phirc tap nhat.

3.1. Tier 1: Gidm sit vién An toan thong tin (Security Analyst Tier 1)

-Vai tro: La tuyén phong thu diu tién, hoat dong lién tuc 24/7/365 theo ca truc
(Shift)
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-Nhiém vu va yéu ciu cong viéc:

+Truc chién 24/7: Theo ddi lién tuc cdc canh béo thoi gian thuc trén man hinh
Dashboard gim st hop nhét (Unified Dashboard).

+Sang loc ban déu (Triage): Tiép nhin canh béo va xir 1y theo céc Playbook:

o Xéc dinh canh bao sai (Noise/False Positive) dé dong ticket.

o Xéac dinh canh béo thuc si (True Positive) dé leo thang (Escalate) 1én Tier 2.

+Thong bao sy cd (Notification): Pam bao cam két thoi gian théng bao (SLA)
dudi 15 phut dbi véi céc canh bao mirc Nghiém trong cho Khach hang qua cac kénh
Hotline/Email.

+Thuyec thi ngiin chin co ban: Thyuc hién cdc hanh dong ngin chin so cip theo quy
trinh dé dugc phé duyet trudce (vi du: Block IP trén Firewall, C6 14p mdy tram qua EDR)
khi c6 déu hiéu tin cong 1 rang.

3.2. Tier 2: Chuyén vién phén tich chuyén siu (Security Analyst Tier 2)

-Vai trd: La tuyén phan tich chinh, chju trdch nhiém diéu tra sau, xac minh sur cb
va dwa ra phuong 4n xir Iy cu thé.

-Nhiém vu va yéu ciu cong viéc:
+Piéu tra va Tuong quan (Deep Dive Investigation):
o Phan tich siu c4c vé sy cb (Ticket) dugc Tier 1 chuyén 1én.

o Thuc hién twong quan dit liéu tir nhiu ngudn (SIEM, EDR, Network Logs) dé
x4c dinh pham vi anh hudng (Scope of Impact): Cé bao nhiéu méay bi nhiém? Dit liéu
nao bi truy cép?

+Xéc minh qua Threat Intel: Sir dung c4c nguén Tinh bdo méi de doa dé kiém tra
céc chi s6 tan cong (IP, Hash, Domain) cé thuc su nguy hiém hay khong.

+Pé xuit bién phép khéc phuc (Remediation): Tier 2 pha1 cung cap huéng dén xir
1y timg budrc (Step-by-step) bang Tiéng Viét cho ddi ngii IT ciia Bénh vién.

+Tinh chinh hé théng (Fine-tuning): Chju trach nhiém phén tich cac canh bao gia
(False Positive) dé tinh chinh lai luat (Rule) va ngudng (Threshold) trén hé théng SIEM,
dam bao hé thdng ngay cang chinh xAc.

3.3. Chuyén gia sin lung va ing citu (Expert Hunter/Responder Tier 3)

-Vai trd: La tuyén chuyén gia cao cip nhét, xir Iy c4c sy c6 phirc tap (APT, Zero-
day), thyc hién san ling chu ddng va ddm bao sy hién dién tai hién trudémg (Onsite).

-Nhiém vu va yéu ciu cOng viéc:
+Sin ling Méi de doa Chu ddng (Proactive Threat Hunting):

o Khéng cho canh béo, Tier 3 phéi chu dong dinh ky thyc hién cac truy vén sin
lung trén hé théng dya trén cac gia thuyét vé cac nhém tin cong APT dang nhim vio

nganh Y té.
o Phat hién cac mbi de doa nim viing ma hé théng tr dong bo qua.
+Phén tich M3 d6c Nang cao (Advanced Malware Analysis):
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o Thuc hién k§ thudt Dich nguoc m3 (Reverse Engineering) dé phan tich hanh vi
cac mau mi doc méi bat dugc.

o Xac dinh co ché 14y lan vi dich dén ciia m3 ddc dé chin démg tin gbc.

+Diéu tra s6 (Digital Forensics) & RCA:

o Thu thgp va phan tich ching ctr s6 (Dlsk/Memory Forensics) dé xic dinh
Nguyén nhan géc ré (Root Cause Analysis - RCA) cua sy co.

o Dung lai toan b kich ban tdn cong (Kill Chain) dé bao céo Lanh dao.
+Cam két tmg ciru tai chd (Onsite Response):

o Trong truéng hgp su co nghiém trong (Ransomware dién rong, ro ri dit liéu
16m), Tier 3 phai c6 mit truc tiép tai Data Center cia Bénh vién trong vong 02 gi¢ aé
truc tlep chi huy va thyc hién khéi phuc hé thdng, hd trg 1am viéc véi cac co quan chirc
ning néu cin.

4. Yéu cu vé giam sit bio mat img dung
4.1.Khio st hi¢n trang va thiét ké kién tric
-Khao sat Ludng dit liéu va Nghiép vu: Nha thiu c6 trach nhiém khao st va xay

dung so dd luong dir liéu (Data Flow Diagram) cta tmg dung, x4c dinh 13 céc thanh
phin trong yéu (Critical Assets).

-Thiét ké Kién trac Giam sat (Monitoring Topology): Dé xuét kién trac thu thap
dit liéu dam bao tinh sin sang va tuyét d6i khong gdy anh hudng den hiéu nang van hanh
(Performance) ho#c trai nghiém ngudi ding cla ing dung thyc té (Production).

~-Dinh danh va Phan loai ti san: Thyc hién phén loai mirc d§ quan trong cua Ung
dung.

4.2. Cai diit va quén trj dir liéu

-Thu thép nhat ky: Hé théng phai c6 kha néng thu thip ddy du cac loai nhat ky
ung dung bao gom:

+Access Logs: Ghi nhdn moi truy cip thanh c6ng/thét bai.

+Error Logs: Ghi nhan 15i hé théng va ngoai 1é (Exceptions).

+Audit Trails: Ghi nhén thay d6i cAu hinh hodc hanh vi ctia quan trj vién.

-Chuén héa dit liéu (Normallzatlon & Parsing): Hé théng phai co kha néng ty dong
phén tach (Parsing) va chuin héa cac dinh dang log thd (Raw logs) tir nhiéu nén tang

khic nhau (IIS, Nginx, Apache, Tomcat, WebLogic...) vé mdt dinh dang chuén théng
nhit JSON, CEF) dé phuc vu phan tich.

-Lam sach va Bao vé dir liéu (Data Sanitization): Cung cap tinh ning lam mo
(Masking) hodc ma héa cac truong dir liéu nhay cam ngay tai ngudn thu thdp hodc trudc
khi Itru trit, @am bao tuén thi cic quy dinh bdo mat.

-Quin 1y Vong d¢i Dit liéu (Data Lifecycle): Cho phép thiét 1ap chinh sach huru
tri¥ phén ting (Hot/Warm/Cold) linh hoat theo timg loai log ing dung dé t6i wru hoa chi
phi va dap ing yéu céu truy vét dai han.

4.3. Tich hgp ngudn dit li¢u (Integration)
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-Kha nang tuong thich da nen tang: H6 tro tich  hop sdu (Native Integration) hodc
thong qua API/Agent véi cic nén tang tmg dung phd bién (Java, .NET, PHP, Node.js)
va cac co sé dir liéu (SQL, NoSQL).

-Tich hqp Ngu canh (Contextual Integration): C6 kha nang lién két dir liéu log
ung dung vdi céac ngudn dir liéu khac nhu WAF (Web Apphcatlon Firewall), Load
Balancer va Database Activity Monitoring (DAM) dé cung cdp géc nhin toan canh vé

chudi truy cap.
4.4. Hién thi va bao cdo (Visualization & Reporting)

-Dashboard gidm sat thdi gian thyc: Cung cip céc Dashboard tryc quan, cho phép
theo d6i trang thai sttc khde (Health Check), lvu lugng truy cép (Traffic) va cac chi s6
an ninh (Security Metrics) ciia ing dung theo thdi gian thyc.

-Béo céo Tuy bién (Customlzable Reporting): Hé théng cho phép tao va xuit cac
béo cao dinh ky hodc dot xuit theo méu tuy chinh, tap trung vao cic thong sb quan trong:
Top hanh vi tin céng, Top ngudi diing vi pham, Tén suét 15i tmg dung.

-Canh bio Pa kénh thong minh: H§ tro thiét 14p ngudng canh béo (Threshold)
linh hoat va giri théng bao tirc thoi qua da kénh (Email, OTT). HO tro co ché gop canh
bao (Aggregation) dé tranh spam thong béo (Alert Fatigue).

4.5.Niing liwe phat hién tin cong (Detection Capabilities)

-Phat hién Tén cong theo OWASP Top 10: H¢ thong phai c6 bf luét (Ruleset) tich
hop s&n dé phat hién c4c k§ thuat tAn céng img dung phd bién nhu: SQL Injection, XSS
(Cross-Site Scripting), Command Injection, Path Traversal.

- Phat hién Bét thudng Nghiép vu (Business Logic Anomaly) Ung dung cong nghé
phén tich hanh vi (Behavioral Analysis) dé phat hién cac gian 1an nghiép vu.

-Giam sat Phién 1am viéc (Session Monitoring): Kha nang phat hi¢n cac hanh vi
chiém quyén phién (Session Hijacking) hoic leo thang dic quyén (Privilege Escalation).

5. Yéu ciu vé Panh gia mirc d xam pham (Compromised Assessment
Service)

5.1.Ra soat ma dgc
~ -Pham vi ra quét: Nha théu phai thyc hién ra quét trén todn bd c4c thanh phén cua
thiét bi (May chu, May tram).

-Nang lyc phat hién: H¢ thong/Cong cu sit dung phai c6 kha néng phat hién cac
loai ma doc di biét (Signature-based) va chwa biét (Unknown).

-Phat hién mé doc: Dac biét yéu cdu ning lyc phat hién cac loai ma ddc chuyén
dung nham trdn tranh sy phat hién.

5.2.S#n tim méi de doa chii ddng (Active Threat Hunting)

-DPébi soat chi sb tin cong (IoC Sweeping): Thyc hién ra quét toan bo hé thong dyua
trén co s& dir liéu Tinh b4o mdi de doa (Threat Intelligence) méi nhit dé tim kiém cac

diu vét xdm nhp (Indicators of Compromise - IoC) nhu: Hash file d§c hai, IP/Domain
ctia may chu diéu khién (C2).
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-Phat hi¢n két nbi C2: Phén tich céc két ndi mang hién hoat (Active Connections)
va lich sir két n6i d€ phat hién cac lién lac bi mat ra may chu diéu khién (Command &
Control - C2 Server) cta ké tan cong.

~ -Phathién di chuyén ngang hang (Lateral Movement): Nhén dién cac déu higu ké
tan cdng st dung cong cu quén tri hop phap (nhu PsExec, WMI, RDP) hogc khai thac
16 hdng (SMB/RPC) d¢ 13y lan tir may nay sang méy khac trong mang ndi bo.
5.3.Phan tich hanh vi vi k§ thudt trén trinh

-Phét hién tdn cong khong tép tin (Fileless Malware): Nha thiu phai c6 phuong 4n
k¥ thuat dé phat hién cdc ma doc hoat dong hoan toan trén bd nhé RAM hodc st dung
c4c script doc hai (PowerShell, VBScript, Bash) ma khéng ghi file 1€n 6 cing.

-K§y thuét duy tri hién dién (Persistence Mechanisms): Ra soét toan b§ cac diém
khdi dong cia hé diéu hanh (Startup folders, Registry Run Keys, Scheduled Tasks,
Services, Cron jobs) dé tim kiém céc co ché tw dong kich hoat lai cia ma dgc sau khi
khoi dong lai may.

_Phat hién k¥ thuat 4n minh: Nhan dién céc k§ thudt tiém mé vao tién trinh sach
(Process Injection/Hollowing) hodc gid mao tén tién trinh hé thong (Masquerading) dé
qua mit cic giai phap Antivirus truyen thong.

5.4.Panh gia va phén loai rii ro

-Xac minh & Loai b6 Nhiéu (False Positive Filtering): Ké} qua ra quét thé (Raw
data) phai dugc tham dinh thi cong bdi chuyén gia ‘qéo mat dé loai bd cac génh béao
duong tinh gia (False Positives), ddm bao bao céo cudi cung chi chira cac moi de doa
thuc su.

-Phén loai Mirc d6 Nghiém trong: Cac thiét bi phdi dugc dén nhin phén loai 18
rang dua trén tinh trang an ninh:

+Nghiém trong (Compromised): D2 bi kiém soat, c6 mi ddc hoat ddng, cin cach
ly ngay.

+Nghi ngd (Suspicious): Cé déu hiéu bét thudng, can theo ddi thém.

+An toan (Clean): Khong phat hién dAu hiéu xam nhap tai thoi diém ra soat.

5.5.B#o c4o va khuyén nghi khic phuc

-Béo céo hién trang chi tiét: Cung cép danh sach dinh danh cu thé (IP, Hostname,
OS) ciia céc thiét bi dd bi xdm nhap kém theo bang ching k§ thut (Evidence) r6 rang
cho tirng truedng hop. '

~Phuong 4n béc g va khic phuc:

+Cung cip cong cu hoic huéng din chi tiét (Step-by-step) dé a6i ngii CNTT néi
bd c6 thé tuy boc gd ma ddc.

+Déi v6i cac may chi bj nhiém ning (Rootkit/Ransomware), phai dua ra khuyén
nghi cu thé.

—Kh’uyén nghi phong ngira: D& xuét cac bién phap v 16 héng (Hardening) dé ngin
chiin ké tan cong quay trd lai qua con duong cil.
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6. Yéu ciu vé dao tao va dién tip An toan thong tin
6.1. Dao tao k¥ ning phan ing sw cd

Nha thiu c6 trach nhi¢m cung cép khoéa dio tao chuyen s4u nham trang bj kién
thirc va k¥ niing thue chién cho d6i ngii van hanh, bao gém céc ndi dung sau:

-K§ ning phét hién va phan loai Sy c¢b (Detection & Analysis):

_+Phan tich Log chuyén sau: Huéng dan k thuét doc hiéu va phan tich log tir cac
nguén quan trong (Windows Event Logs, Linux Syslog, Web Server Logs, Firewall
Logs).

+Khai thic IoC & Threat Intel: Huéng dan céch sir dung cac chi s6 x4m nhgp (IoC
- Indicators of Compromise) nhur Hash, IP, Domain dc hai dé ra soat trén hé théng giam
sat (SIEM/EDR).

+Str dung cong cu glam sat: Dao tao k¥ ning viét cdu truy van (Query) dé san tim
mbi de doa va phan biét giira sw cb thuc (True Positive) va canh bo gia (False Positive).

-K§ ning diéu tra va phén tich (Investigation & Forensics):

+Phan tich Endpoint; Huéng din su dung cac cong cu dé kiém tra cac tién trinh la,
key khoi dong (Autoruns), va cac két ndi mang bét thudng trén may chi/may tram.

+Phan tich Luu lugng mang: Hudéng dan str dung ereshark/TCPDump dé phan
tich goi tin (Pcap), phat hién dau hidu may cha didu khién (C2) hodc hanh vi do quét
mang.

+Phan tich M3 d6c co ban: :I‘rang bi k¥ néng trich xuit miu ma Qéc va thuc hién
phén tich tinh (Static Analysis) d€ xac dinh hanh vi co ban ma khéng can kich hoat ma
dac.

-K§¥ ndng xtr Iy va khdi phuc (Containment, Eradication & Recovery):

+Chién lugc Ngin chiin: Huéng din cac phuong phap c6 13p hé thong bi nhiém
(ngit mang, déng port, isolate host) ma khong lam mit dit lidu diéu tra.

+Loai bd va Khéi phuc: Quy trinh béc g& ma déc triét dé (x6a file, registry, service
ddoc hai) va cac budce ki€m tra an ninh truéc khi dua hé théng van hanh tré lai.

6.2. Dién tap kich ban xi ly sw cd

Té chirc d1en tap nhim d4nh gia kha néng phan ing cta quy trinh va con ngudi
trude cac cude tin cong gia 14p st voi thuc té.

-Xay dung kich ban dién tap:
+Nha thiu phai khao sat va xay dyung kich ban tin cong

+Kich ban phai bao gbm day du cac g1a1 doan cta chudi tin cong (Kill Chain): Tur
xam nhap ban d4u, leo thang dic quyén dén hanh dong phé hoai/danh cép dir li¢u.

-T4 chic theo hinh thirc Capture the Flag (Blue Team/Purple Team CTF):
+M3b hinh: Dién tap phong tha chu déng. Hé théng s& sinh ra cac dot tin cong gia
14p theo thai gian thyc.

+Nhiém vu: Ddi ngu tham gia dién tap (Blue Team) phai sir dung céc cong cu déd
dugc dao tao dé tim ra céc dAu vét ctia cudc tn cong.
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~Thyc hién gia 14p tin cong (Attack Simulation):
+Nha thiu déng vai trd tAn céng gia l4p theo kich ban c6 kiém soét.

+Céc hanh vi tAn cong phai dé lai d4u vét log giéng nhu tin céng that dé hoc vién
thyc hanh phan tich.

-T4 chirc va hau cin:

+Thdi lugng: 01 ngay (Onsite tai tru s&).

+Thanh phin: Bao gdm phién huéng dén, phién di&n tap va phién téng két rt kinh
nghiém.

_ +Bao céo sau dién tép: Nha thau phai cung cip bdo cao danh gia ning lyc ddi g,

dé xuat cai tien.

- Cip Gidy chitng nhan két qua dién tip An toan thong tin

7. Yéu clu vé ing ciru sy 6 (Incident Response)

Nha thiu phai cung cip dich vu ung ciru sy co tron goi, bao trim toan by vong doi
su cb theo chuén NIST SP 800-61, bao gbm cac d4u viée cu thé sau:

- Tiép nhéan va phan loai sy cb (Preparation & Triage)

+Kénh tiép nhéan da dang: Duy tri kénh tiép nhan su c6 24/7 qua Hotline, Email,
Portal va cac cdng cu chat (OTT) chuyén dung.

+Pénh gia mirc 46 nghiém trong (Severity Assessment):

o Ngay khi tiép nhan thong tin, chuyén gia Ung ctru (Tier 3) phai thyc hién danh
gi4 so bd dé xac dinh mirc 46 nghlem trong (Critical, High, Medium, Low) dya trén ma
trén rai ro d3 théng nhét véi Bénh vién.

o Camkét SLA: Phéi dua ra phuong 4n phén hdi ban dAu trong vong 15 phit dbi
véi sy ¢6 muc nghiém trong.

7.1.Piéu tra va phén tich chirng cir s0 (Analysis & Digital Forensics)

bay 1a giai doan yéu ciu niing Iyc k§ thuét chuyén séu dé x4c dinh nguyén nhan
gbc ré (Root Cause Analysis):

~Thu thdp ching cir (Evidence Collection): Thyc hién thu thdp dit heu phuc vu

diéu tra tir cac ngudn: O cimg (Disk image), B4 nhd dém (RAM dump), Nhit ky mang
(Network PCAP) va Log hé thong.

-Phan tich ma doc nang cao (Advanced Malware Analysis):

+Nha théu pha1 thyc hién Dich ngugc mé doc (Reverse Engineering) dé phan tich
cac mau mé d6c moi, mi doc dugc thiét ké riéng (Targeted Malware).

+Xac dinh r5: Ma doc lam gi? N6 giao tiép véi ai (C&C Server)? N6 d lay lan
nhu thé nao?

-Dung lai chudi tin cong (Kill Chain Reconstruction): V& lai toan b kich ban tin
cong theo dong thoi gian (Timeline), chi ra chinh xac diém xam nhép diu tién (Patient
Zero) va cac ky thuat hacker d3 st dung (theo khung MITRE ATT&CK).

7.2.Ngan chin va kiém so4t thiét hai (Containment)

* 8 0N a'a
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-Ngin chén tir xa (Remote Containment):

+Phéi hop v6i cong cy SOAR va EDR d& thye hién c6 14p may nhidm, chin két
nbi mang, dimng tién trinh d6c hai ngay 14p tirc.

-Ung ciru tai chd (Onsite Emergency Response):

+Déi véi cac su cb mirc d6 nghlem trong (vi du: Ransomware md hoa di li¢u, tAn
cong pha hoai dién rong, hodc nghi ngd gian diép nam vung): Nha thiu bit budc phai
cu chuyen gia cip cao (Tier 3) c6 mit tai Trung tdm dir liéu cha Bénh vién trong vong

02 gid.
7.3. Loai b6 va phuc hdi (Eradication & Recovery)
-Lam sach hé théng (System Cleaning):

+Cung cép cong cu va huéng din chi tiét dé d6i ngii IT Bénh vién thyc hién quét
va g& bo hoan toan mé ddc, rootkit, backdoor khdi hé théng.

+Ra soat lai toan by hé théng dé dam bao khéng cén Backdoor nao bi bé sot.

-HS tro khéi phuc (Recovery Support):

+Tu van 16 trinh khéi phuc djch vu theo thir ti vu tién dé giam thiéu tic dong dén
hoat d9ng kham chira bénh.

+H3 tro kiém tra an ninh (Security Check) 14n cubi truéc khi duwa hé théng van
hanh tré lai (Go-live).

7.4.Bdo cdo va dong sw cd (Post-Incident Activity)

-Bio cho su cb chi tiét (Incident Report):

+Nha thau phai cung cp bio céo diéu tra toan dién bang Tiéng Viét, bao gbm:
Tém tit cho lanh dao (Executive Summary), chi tiét k§ thuat, bang chimg s va két ludn
nguyén nhén.

-Hop rut kinh nghiém (Lessons Learned):
+Tb chirc budi hop véi cic bén lién quan dé trinh bay két qua diéu tra.

+Pua ra cac khuyen nghi khic phuc dai han (Hardening Recommendatlons) Cin
v4 15 hong nao? Cin thay ddi chinh sich gi? Cin ddo tao nhén vién ra sao dé tranh lap
lai sy co tuong tu.

-Cép nhat tri thirc: Cap nhét cac chi s6 tAn cong (IOCs) méi phat hi¢n vao hé théng
giam sat va Threat Intelligence dé ngin chin cic cudc tin cong twong ty trong tuong
lai.

7.5. Kh4 niing siin sang va cam két phan img (SLA)

-Nha thiu phal cung cap dich vy ung ciru sy ¢ hoat dong lién tuc 24/7/365 bao
gbm ca ngay nghi, 18, Tét. Pdi ngii chuyén gla phai luén trong trang théi sin sang tiép
nhén yéu cau va xur Iy ngay 14p tirc khi sy co xay ra .

~Nha théu phai c6 ddi ngu chuyen gia ng ciru sin sang c6 mit truc tiép tai hién
trudng (Onsnte) ctia Bénh vién dé xu Iy céc sy co muc d9 Nghiém trong (Cntlcal) hoac
khi ¢ yéu cau dac biét trong vong tbi da 02 gio ké tir khi x4c nhan yéu ciu.
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-Cam két thoi gian phan hdi tir xa (Remote Response) ban dau dudi 15 phut cho
c4c sy ¢ nghiém trong

III. YEU CAU VE BAO CAO VA CHUYEN GIAO
1. Kha niing hién thj hg)p nhit (Unified Visibility)

-Hé théng phéi cung cép giao dién Dashboard tép trung cho phép hién thj dong
théi dit liéu tir nhiéu phan hé khac nhau bao gdm: Gidm sat su kién | (SIEM), Quén ly 16
héng (VM), Tinh bdo méi de doa (TI) va Trang théi phan tmg sy cb (SIRP).

-H3 trg hién thj tryc quan so dd chudi tAn cong (Kill Chain) va 4nh xa cac k§y thuit
tAn cong theo khung MITRE ATT&CK theo thoi gian thyec.

2. Phin quyén va Tiy bién Dashboard (Customization)

-Hg théng phai cung cdp thu vién Widget phong phu va cong cu thiét ké
Dashboard dang kéo-tha (Drag & Drop), cho phép tiy bién giao dién linh hoat theo nhu
cdu clia timg ddi tuong sir dung tai Bénh vién.

- Cung céip sin cac Dashboard chuyén biét theo vai trd (Role-based Views):

-Dashboard Lanh dao (Executlve View): Hién thi cc chi sé cip cao nhu Diém rui
ro (Risk Score), Xu huéng tan cong.

-Dashboard Van hanh (Analyst View): Hién thj chi tiét log, luvu lwgng mang, Top
ngudn tin cong, Top méy chu bj anh hudng.

-Dashboard Chuyén dé: Danh riéng cho viéc gidm st céc {mg dung trong yéu cua
Bénh vién va dich vu Microsoft O365.

3. H¢ théng b4o cio tw dong va chuin héa

-HJ tro xuét béo céo dinh ky (Ngay/T uan/Thang) va dot xudt véi da dang dinh
dang: PDF (bén in), Excel/CSV (xtt 1y s liéu), Word (chinh sira ndi dung).

-Heé théng bao céo phai hd trg tity bién biéu miu (Template)

-N6i dung bao céo phai tu dong téng hQ‘p s6 lidu tir céc cong cu bao mat hién cé
dé cung cép cai nhin toan dién vé hiéu qué cta toan bd hé théng

4. Giam sat Hi¢u ning va SLA (SLA Monitoring)

-Dashboard phai hién thj thoi gian thuc cac chi s6 cam két chit hrong dich vu
(SLA) va hiéu niing van hanh SOC (SOC KPIs), bao gbm:

-Thei gian trung binh phét hién sy c6 (MTTD).

-Thai gian trung binh phéan héi va xit Iy (MTTR).

-Hg¢ théng tr dong giri canh bao qua Email/App néu cac chi sb SLA c6 nguy co bi
vi pham.

5. Yéu cu vé thoi gian trién khai

-Nha thiu phai hoan thanh toan b cong viée trién khai, tich hop va dua h¢ théng
vao vén hanh chinh thirc (Go-live) trong vong t6i da 08 tuln (56 ngay) ké tir ngay ky
hop dong.

-Thuc hién khao sét truc tiép tai hién trwong (Onsite Survey) dé x4c dinh topo
mang va danh sach tai san.
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~Nha thdu phai hoan thanh viéc xdy dung va tinh chinh cic bd phén tich log
(Custom Parsers).

~-Hoan thanh viéc thié'::t ké va tiy bién cac miu Béo cdo (Report Templates) va
Dashboard theo ding yéu cau.

-Té chic dao tao chpyén giao cong nghé tryc tiép (Offline/Onsite) tai try s¢ Bénh
vién trong t6i thiéu 03 budi.

-Chu d4u tu c6 quyén yéu ciu chimg minh chirc ning ciia san phém tham gia thong
qua Demo, POC.
PHAN II: DICH VU KIEM THU XAM NHAP LIEN TUC

1. Pham vi cung cip

_ -Dénh gi, kiém thir xdm nhép lién tuc cho hé théng cong nghé thong tin ciia Chu

dau tu gdm co:

+13 tmg dung web va 04 img dung mobile cdng khai

+100 repo ma ngudn ng dung

+3 container image

+Ha t?mg may chii, mang — bdo mit

+5 mg dung web ndi bd

2. Yéu ciu vé trién khai hé thong

-Thanh phén do quét 15 héng ma ngudn, container image (Scanner) phai dugc djt
tai ha tAng clia Bénh vién (on-premise)

- Scanner phai c6 kha ning két ndi dén cac hé thong quan ly ma nguon va container
image, ddm bao khdong sao chép/ di doi md ngudn va image khéi hé thong quén ly.

-Scanner phél c6 kha niing phat hién va thyc hién do quét ma ngudn, container
image ngay khi c6 thay d6i/ cap nhit trén hé théng quén ly

-Scanner ddng thoi phai c6 kha niing tich hgp vao quy trinh phat trién CI/CD.
3. Yéu ciu vé trién khai dich vu

Nha thiu pha1 thuc hién diy du cac cong vi¢c sau day nhim dam bao hé théng tmg
dung ctia Bénh vién luén dugc danh gia va kiém thir xAm nhép lién tyc.

~Theo d&i ti san: nha thiu thuc hién hqm tra lién tyc céc tmg dung cong khai tir
bén ngoai va thong bao khi c6 thay doi, bao gom toi thieu: cdc cong dich vy, cic thanh
phén ctia img dung, c4c endpoint truy cp, ...

-Theo di b& mit tAn cong:
+Kiém tra lién tuc 156 hdng bao mat trén cac tmg dung cong khai tir bén ngodi.

+Thong béo va kiém tra mirc d¢ khai théc déi véi cac CVE méi duoc cong bb c6
lién quan dén céc tmg dung céng khai.

-Dénh gia ing dung trong qua trinh phat trién:
+Thue hién d4nh gi4 m3 ngudn g dung khi c6 cip nhat/ thay dbi
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+Thuc hién danh gia container image cta céc ing dung khi c¢6 cap nhat/ thay doi

-Kiém thtr xdm nhap: Thyc hién kiém thir xam nhép cho cac Gng dung cong khai
toan dién theo tiéu chuan OWASP t6i thiéu 01 lan

4. Yéu cau vé tan suat bao cao va trién khai dich vu

-Nha thau dam bao thuc hién day du pham vi céng viéc va cung ca?ip cac bao cao
dinh ky theo tan suat nhu sau:

+B4o cdo vé hién trang cac ung dung cong khai: 01 lan/tudn.
+Béo c4o vé 16 héng bao mat trén cac ing dung cong khai: 01 1an/thang.

+Béo cdo vé cic CVE méi dugce cong bd cé lién quan dén cac tmg dung cong khai:
trong vong 05 ngay lam viéc ké tir ngay cong bo.

+Bao cdo vé hién trang cac ing dung cong khai: 01 lan/thang.
+Bdo céo vé 16 hong bao mat trén cic Gmg dung cong khai: 01 lan/ quy

+Bdo cédo kiém thtr xdm nhdp cho ha tdng may chu, mang — bao mat: toi thicu 2
lan/nam

+Béo cdo danh gia ma ngudn tng dung khi c6 cép nhat/ thay d6i: trong vong 03
ngay lam viéc k& tir ngay cap nhat/ thay doi.

+Bao cao danh gia container image khi ¢6 cap nhét/ thay dbi: trong vong 03 ngay
lam viéc ké tir ngay cdp nhat/ thay doi.

+B4o c4o kiém thir xdAm nhap cho cic ting dung cong khai: téi thiéu 01 lan cho
tirng Ung dung.



